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3. Technical Support and Analytical Skills Improvement 
(1) Roles of Cyber Forces for Countermeasures against Cyberattacks 

The police have established Cyber Forces in the NPA and in the Info-Communications Departments in all 
prefectural police forces, which provide technical support for divisions responsible for measures against 
cyberattacks. 

The Cyber Force Center in the NPA serves as the control center that directs Cyber Forces across the 
country. 

 
Roles and activities of cyber forces 

 

(2) Capturing the Signs and Mechanisms of Cyberattacks 
The Cyber Force Center operates a Real-time 

Detection Network System around the clock to 
capture the signs and mechanisms of cyberattacks. 
The center provides analysis results to critical 
infrastructure operators and also publicizes the 
results for open access. 

In 2020, the center detected that each sensor of 
the system received suspicious accesses from all 
over the world approximately once every 13.3 
seconds. 

 
  

Overview of Real-time Detection Network System 




















