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Infostealer 3.50%
Downloader 1.12%
Worm 0.90%

( Exploit Content Types

100%

0% :é%vs Virus 0.48%
60% B Flash MOblIe 0420/0

40% B Active-X

Scareware 0.16%
Ransomware 0.06%
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Malscript/lIframe
Online Communities 2.66% 0
Entertainment 2.57% 8343 A)
Online Storage & Backup 2.27%
News 2.18%
Sports & Recreations 2.10%
File Transfer Services 1.50%
SaaS & B2B 1.40%
Web-Based Email 1.37%
Education 1.17%

Transportation 1.11%
Health & Nutrition 0,97%
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ExEMo R-EEFEE (M) (1/3)
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TN BI-EEFEE (BEER) (3/3)
QF D,

EPrevent i | Protect Response :' Recovery‘

1| BFalTy i
\ ;) \iEsman a1t \ )
o—=F DRE?  HEXMLY—IL EITOREE?

Table 1 Service Features

Infrastructure Attack Defense
+ Wired, wireless, and remote * DDoS ' C¥lent endpoint security
access * Network attacks * Firewall
+ Network and routing * Application attacks * IDS/IPS ‘
. . * Computer malware * Web & email proxy
+ Client simulator : ) ;
) * Mobile device malware * Telemetry analysis
* Server simulator N . )
. I . * Evasion techniques *» Identity & access management
Application simulator ) K 3
. * Botnet simulation * Security and event management
* Traffic generation . .

Open source attack tools Investigation tools

Open source defense tools
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Cyber Security Maturity Model*

Robust Information & Communications Technologies for Mission Success
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Agility / Speed of Action /
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Reactive & Tools-Based Integrated Picture Dynamic Defense Resilient Enterprise
Manual - ) - .
People based following  Applying tools and  Loosely integrated with Predictive and agile, the  Predictive & mission
doctrine and doing their technologies piecemeal focus on interoperability 9’_“9"?”“ !nstantlates 1oct._|sed, isolates and
best to “put out fires” to assist people in and standards based policy, illuminates events contains damage, secure
reacting faster data exchange for and helps the operators  supply chains and protect
1A situational awareness find, fix, and target for key critical infrastructures
response to operate through cyber
*Cwber Security Strateaies. LLC attack
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Press Releases on 12/18/2012

INTERPOL and NEC sign partnership agreement to enhance cyber security
Partnership will develop digital crime centre

* Forimmediate use December 18, 2012

W Tweet

Tokyo, December 18, 2012 - In a bid to strengthen the global fight against cybercrime, INTERPOL and Japan’s NEC Corporation
today signed a partnership agreement which will see NEC provide the world police body with vital assistance in developing core
elements of the Digital Crime Centre being established within the INTERPOL Global Complex for Innovation in Singapore.

~ Page 10

© NEC Corporation 2013
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Integration of IT, Human, Knowledge, & Time

O / Cyber Defense Partnering \
Institute
Global professionals NEC Cyber

Security
Factory

Technical Team in Japan - N e Na») m

&ystem, knowledge, expertise

Collaboration

Information Sharing

HW, SW, Facility,
Training, Analysis, o NISC

Report, Intelligence CONeT O < wem o

IDCC: Interpol Digital Crime Center
DFL: Digital Forensic Laboratory p p .
i CFC: Cyber Fusion Center apanese Governmen
_Other countries Y & Industries
?:55—-=§Page 11 © NEC Corporation 2013 empowered by Innovation - [NJEEQC

The INTERPOL Global Complex for Innovation (IGCI)

I New facility at Singapore to
focus on Cyber Crimes.
Operation will start in 2014.

| The INTERPOL Digital

Crime Centre (IDCC)

@ Digital Forensic Lab(DFL)

® Cyber Fusion Centre(CFC)

® Capacity Building and Training
I NEC partners with

® Security vendors in Japan as
well as other countries

© NEC Corporation 2013 Empowered by Innovation NEC
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