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鐐갭כ⥼⛮⪑ب؞ٞؤٜب٤ظةٝ 2

Η ٜٔب٤ظةٝ
哅縖◄ب؞ٞو

ؘؕؗع٭أّ٭ٌ

Ⳃ槆釱绱嚀㉺
proxywareֿⳂ⛼

ٞؤٜب٤ظةٝ
ז✳؅تل٭ئب؞
ل٭ئWebס泘氳י
تجؠؓ׫ت

畘杼٬⯆䐒ف٭ئ

╈禆ف٭ئ

Θ ┉芗㳃䉀عشؾ٭ذ٤ؕס㍑稗
ٝסب؞ٞؤٜب٤ظة⭳⹾

Ι Webتل٭ئ
ꄋ踄յECعؕئյSNS

عشؾ٭ذ٤ؕ

㳃䉀 (LAN) ⫂ס
嚀㉺ס☽

؅تل٭ئ
⮵榫

• غIPؓס㳃䉀י׊כ⩕تجؠؓ
׾׿׈鋗ꎰֿتٝ

• 儖全ס鵟⟓⩕䷍䱡縖סIPؓ
ַם釤ֻעتٝغ

⯆䐒٬䧗炐

Ζ ䷍䱡縖
ٝסٞوة⮵榫縖

⭳⹾IP ؓتٝغ
❆203.0.113.30

鐐갭1. ㎁⫂⭳⹾סغ٭ؿ禆禈鈝峮٬㲔䛜䤧䭂鐐갭2. ⭳⹾סغ٭ؿ㲔逷٬⯆䐒㓹泅ס䤧䭂

鐐갭3. ⭳⹾غ٭ؿ䎬䡗٬䦡㛻ْؼ؜
鉮伺סّث

鐐갭4. ⭳⹾ג׊☭؅غ٭ؿ䖾榫㲔
䛜ס鉮伺

MeasurementTechnical Analysis

Ecosystem / Recruitment Analysis
Abuse Analysis



0

5,000

10,000

15,000

20,000

25,000

30,000

35,000

40,000

45,000

50,000

2026-01-01

2026-01-11

2026-01-21

2026-01-31

2026-02-10

2026-02-20

2026-03-02

2026-03-12

2026-03-22

2026-04-01

2026-04-11

2026-04-21

2026-05-01

2026-05-11

2026-05-21

2026-05-31

2026-06-10

2026-06-20

2026-06-30

2026-07-10

2026-07-20

2026-07-30

2026-08-09

2026-08-19

ٗ
ؼ
٭
ؠ
IP
ؓ
غ
ٝ
ت
丗
/仼

• 僖ꝴ59.6┒IPյ僃㛻7.7┒IP/仼ס⭳⹾ֿغ٭ؿ㰆㏇IPinfo炘鐧削

• NICT׵ך硜3┒ IP/仼ס㎁⫂⭳⹾؅غ٭ؿ澬鏀
• ⭳⹾עغ٭ؿ仼չ㘃峎׿⪋٬僀׾؂ն禆禈鈝峮ֿ䑒釐

仼儖㎁⫂ס⭳⹾غ٭ؿ2026䇗8僖 3

2026/1/29 IPIDEAסC2٤ؗرؠؕط䏲
922յPIA Proxy 璡ס㎁⫂⭳⹾ֿغ٭ؿ䓦峎

27,007

15,370

2,133

31,409
٤ؗرؠؕط

׻מ鴑ⱶ泃釱סغ٤ٚهب؞ٞو
䤧䭂׵硌礴⮯סغ٭ؿ㎁⫂⭳⹾׽



㎁⫂ٝٞوة㓹泅סꝎ僿㚺⴫כ啶鵰䤧䭂 4

禆禈鈝峮ךכ׆׾׌յ㲔䛜׷啶鵰㚺⴫؅䤧䭂
̜⨣⩝䈱מ㓹ׂט㵚䑴מ笋ׅ׾

Ζ 釨嘗յ⮆䄭ס䤧䭂

ք鐧削⫂㳊օ
• ㎁⫂⭳⹾غ٭ؿ丗
• AS / ISP⮯⮆䄭攐㲊ISP٬ASס׫꥗╈
• ㍾㲊㍑稗ٜٓؕف㍑稗璡ס㍑稗牊⮯
• ㏐㓊⮯⮆䄭
• ؘؓب⮯غ٤ٚه
• IPꄆ邾סךꝴغ٤ٚه

Η ⭳⹾סغ٭ؿ㲔䛜鐧削

ք鐧削⫂㳊օ
• rDNS hostname璡׼־磝笝؅ؠ٭٠عشؾ٬攐㲊
• 㛻㰢٬♿哅٬溿狒嚀꞊לםյ鵽礘⺎耆ם⭳⹾؅غ٭ؿ䥩⭳
• 䎎鎉磝笝׷ISPכ鵽䯥׊յ杯㏐鐧削ס⶜ⱱ؅❣갔

ü 珷儕OS / ر٤ي ٜظٓ /
ü ־ג׿׈⪋㵵־proxywareסל

Θ IoTٍסכعشؾعشꄆ邾յ
꞊鵽䓪⮆冪

ք鐧削⫂㳊օ
• ⺬ⰟסIP׾ַיזםמٞوةٝח־عشٍ
• 攐㲊ٍסכعشؾعشꄆ邾

ք仴㰆溿狒օ
• GoogleIPIDEAֿ proxyware/SDK/BadBox2.0յAisuruյ

Kimwolf璡סכ꞊鵽؅㕔⼔
• BitsightIPIDEA٤ؗرؠؕط⯥յVo1d䚉刌珷儕ֿIPIDEA

嚀耆י׊כغ٭ؿ⹾⭳ס

Ι 㚺Ⳃյ⫋稴סٚن٤ؕ

ք鐧削⫂㳊օ
• 杯٬寕㜊⭳סغ٤ٚه
• סꝴغ٤ٚه IP pool ⪦僗
• ꞊鵽䓪ס哅縖ꝴ◄/غ٤ٚه
• 䏅ꮶ٬㍑䐝敯媲ס䏲ء٤؞شٞه٤٬ؗرؠؕط

⺲عتٌ 磝笝⺲IPؓتٝغ

⭳⹾غ٭ؿ
鈝峮ذ٭ظ

IP / AS٬ISP/ ㍑稗 غ٤ٚه /
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• ⭳⹾غ٭ؿIPס䤧䭂עךׄדյ㲔꤀ס䖾榫㲔䛜ַם׼־⮆ע
ü┘塜ؓتجؠյBot䚉刌孨Ⳃ璡ס׫⮵榫㲔䛜עյ㛙鼧鈝峮ךׄד䤧䭂┘⺎
ü鷿嫎䓪䤧䭂յ㵚瓀ס⨣⩝ꯂ⛣♀ׄעמյ㲔⮵榫מ㓹ׂט㲔錞氳ם䤧䭂ֿꄆ釐

• ꣴꦕג׊㲔꽦榫⭳⹾؅غ٭ؿ啶疣׊յ⮵榫؅ؠشؔنٚع鈝峮
üProxywareך┕ذ٭؅ؙِٖٝⳂ⛼׎׈յ鵟⟓⩝յٜؤعٞوյ⮵榫٤٭ذق
璡؅㱦⪒מ鈝峮٬⮆冪׊յٝٞوة⮵榫縖⣐ס车Ⳃ؅⺎釱⴫

• 䖾榫㲔䛜ס⮆걉٬㲊ꄈ⴫榟䡗
ü䖾榫غ٤ٝع걉㑔յ값䈱յ㲌⩝յ侇ꝴ氳⥝⺸

⭳⹾ג׊☭؅غ٭ؿ䖾榫㲔䛜ס鉮伺 11

٬泃釱⺘䐝ס⟓Proxy鵟׾׻מذ٭ؙِٖٝ
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• ׾״㲔䛜䤧䭂؅鶟סٞوةٝמ4鐐갭؅鬨ס┖♓
ü㎁⫂⭳⹾סغ٭ؿ禆禈鈝峮٬㲔䛜䤧䭂
ü⭳⹾סغ٭ؿ㲔逷٬⯆䐒㓹泅ס鉮伺
ü⭳⹾غ٭ؿ䎬䡗٬䦡㛻ْסّثؼ؜䤧䭂
ü⭳⹾ג׊☭؅غ٭ؿ䖾榫㲔䛜ס鉮伺

• ׾׀ך冪⮆מ؅禆禈氳⛮⪑ّطتبؤؙٞوةյٝ׎؂⺬ײ磝מ؅嘦了氳׼׿׆
Capability؅啶疣

• ISPյ閛㴔յסכر٤ي鵽䯥؅鵟׋յ嫰䙫ㄊ颯յ٭ٞوؓס׫٤٭ؘزؕٚوئ
׾ׅםחמ㵚瓀吾鋀յⲖ冽吾錞ס璡ء٤؞شٞه/٤ؗرؠؕطյز
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