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(BiBxX)

GandCrab
(RaaS:Ransom
ware-as-a-
Service)

CryptoLocker
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(CBitcoin)
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PGPCoder:SM> 2 LT 7 DIEE

BEXET AN TITERU TERAEDIRYAHTZEETRT B E  REDS VT LAII P TEREIN
TLSHAZHIL

E',. ATTENTION!II

?ALL YOUR PERSONAL FILES WERE ENCRYPTED
- WITH A STRONG ALGORYTHM RSA-1024
_y‘ AND YOU CAN'T GET AN ACCESS TO THEM
WITHOUT MAKING OF WHAT WE NEED!

READ THE TXT FILE ON DESKTOP!

220 N TR LS, B JUST DO IT AS FAST AS YOU CAN!

FRBEL CHROLIICHER

REMEMBER: DON'T TRY TO TELL SOMEONE

ABOUT THIS MESSAGE IF YOU WANT TO GET

YOUR FILES BACK! JUST DO ALL WE TOLD.

Source: https://securelist.com/ransomware-gpcode-strikes-back/29784/
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Payment for private key

Choose 3 convenient payment method and click «Next»:
[ Bitcoin (most cheap option) -

Obitcoin

Bitcoin is 3 cryptocurrency where the creation and transfer of bitcoins is based on an
ot

p protocol that is of any central authority.
Bitcoins can be transferred through a computer or smartphone without an intermediate
financal institution.

You have to send 2 BTC to Bitcoin address
and spectfy the Transaction ID on the

next page, which wil be verified and confimed.

Home Page
tting started
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GandCrab Dashboard Home

® < > C | Q ganderxhbubjbdiionion/dashboard php. v s @ =
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@ Dashboard

& Users

@ Ransom Builder

B Languages

@ Roles & Permissions

# Sttings
@ Geolocation
® Chat

$ Request withdrawal
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Support

Source: https://twitter.com/cryptoinsane/status/1088669898585325568
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