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JPCERT/CC
JPCERT

Japan Computer Emergency Response Team Coordination Center

CSIRT CSIRT
CSIRT: Computer Security Incident Response Team

CSIRT ( US-CERT CERT/CC CNCERT, KrCERT/CC )
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Mirai

IoT ( )

2016/9/30
+ C2
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Armada Collective DDoS 
https://www.jpcert.or.jp/newsflash/2017062901.html

2017 6
2015 DDoS

DDoS

our Mirai botnet can reach over 1 Tbps per second.
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2016 9 Sucuri ( )
12 HTTP RPS

2016 9 18-20 OVH( )

990Gbps 1.1Tbps
(Mirai 1.5Tbps)

( 2017 5 )

9.6T
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2016/10/21
Dyn DNS 

Twitter, Reddit, 
GitHub, Spotify

10 1.2Tbps

Dyn
https://krebsonsecurity.com/2016/10/hacked-cameras-
dvrs-powered-todays-massive-internet-outage/
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2016/11/27

90 ( 4%)

: More than 900k routers of Deutsche Telekom German users went offline
http://securityaffairs.co/wordpress/53871/iot/deutsche-telekom-hack.html
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2014 6 FBI
GameOver ZeuS

2016 11

Operation Avalanche

https://www.fbi.gov/news/stories/2014/june/
gameover-zeus-botnet-disrupted

https://www.europol.europa.eu/newsroom/news/%E2%80%98avalanche
%E2%80%99-network-dismantled-in-international-cyber-operation
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Operation Avalanche
2016 11 30 Europol FBI 30

Avalanche
Avalanche

20
180

Avalanche
5 1
39 221

or 
4

2017 3 23 ICT-ISAC JPCERT/CC

http://www.npa.go.jp/cyber/avalanche/index.html

http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000120.html
ICT-ISAC
https://www.ict-isac.jp/news/news20170323.html
JPCERT/CC
https://www.jpcert.or.jp/press/2017/20170323-avalanche.html
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Sinkholing
C&C

246 2
DDoS

234 2
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