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[root@centos7]# yum install epel
[root@centos7]# yum install firewalld fail2ban
[root@centos7]# systemctl start firewalld
[root@centos7]# systemctl enable firewalld
[root@centos7]# cp /etc/fail2ban/jaill.conf,.local}
[root@centos7]# vi /etc/fail2ban/jail.local
[root@www fail2ban]# diff —u /etc/fail2ban/jail{.conf, local}
——— jail.conf

+++ jail.local

@@ -226,6 +226,7 @@

port =ssh

logpath = %(sshd_log)s

backend = %(sshd_backend)s

+enabled = yes

[root@centos7]# systemctl start fail2ban
[root@centos7]# systemctl enable fail2ban

[root@www fail2ban]# Is /etc/fail2ban/action.d/*.conf
/etc/fail2ban/action.d/badips.conf
/etc/fail2ban/action.d/blocklist_de.conf
/etc/fail2ban/action.d/dshield.conf
/etc/fail2ban/action.d/sendmail.conf

$ dig www.sakura.ad,jp +short
163.43.24.70
$ dig 70.24.43.163.abuse—contacts.abusix.org txt +short

“hostmaster@nic.adjp”
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[Armada Collective Z&RI3WMEENISD DDoS ME(CEIT S1EEk.
https://www.jpcert.or.jp/newsflash/2017062901.html
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FORWARD THIS MAIL TO WHOEMER IS IMPORTANT IN YOUR COMPANY AND CAN WAKE DECISION!

We are Armada Collective.

In past, we launched one of the largest attacks in Switzerland’s history. Use Google.

Al network of [ i b= U0oS-ed startin: - if vou don't pay 10 Biteoins @ [ AAAR
When we say all, we mean all - users will not be able to use any of wour services.

Right now we will start 15 minutes attack on one of vour IPs (N [ EMEBEE - 1t i) rot be hard, we will not crash it at the moment to
try to minimize eventual damage, which we want to avoid at this moment. It’s just to prove that this is not a hoax. Check wour logs!

If you don't pay by [ attack will start, price to stop will increase to 20 BIC and will g0 up 10 BTC for every day of attack.
If wou report this to media and try to get some free publicity by using our name, instead of paying, attack will start permanent|y and
will last for a long

time.

Thiz is not a joke.

Our attacks are exiremely powerful -qur Wirai botnet can reach over 1 Thpz per second. ISU, no protection will help.

Prevent it all with just 10 BTC

Do not reply, we will probably not_gesd. Pay and we will know its wou. &MD YOU WILL MEVER AGAIM HEAR FROM US!

7 will ever know you cooperabed.

\

Bitcoin is anonymous, nol

our Mirai botnet can reach over 1 Tbps per second
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http://securityaffairs.co/wordpress/5387 1/iot/deutsche-telekom-hack.html
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2 N F D EZD B AEERERILDEITEZIRE T S ERHS
EW#E [Operation Avalanchel % ZEfi,

https://www.fbi.gov/news/stories/2014/june/
gameover-zeus-botnet-disrupted

v B o~ = a Z0us Botnet GameQver

What happens next = EURCPOL

https://www.europol.europa.eu/newsroom/news/%E2%80%98avalanche
%E2%80%99-network-dismantled-in-international-cyber-operation
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Operation Avalanche

B 20165118308 : Europolld EAFBI.  RWERIS KU 3011,
D) \— bF— & U TAvalancheZ 84K U fz S Rk

— Avalanche/Rw bxRw b &(E
B 20fERED/RY bRy MVFEEL. NILD T 7EOEMICER
B JIILDITT7DORREEF1804EICDIFD

— Avalanche/R\v bRwW SOFA
B SAOBREZRE OB1ANEREDOEEH)
B 390H—/)\ZHUR, 221DRRAFT 4 >0 —N\=EATS1>
B FRASNTOWERXA>ZSIR—IUVEor TJOw D
B X TICEVLULLIEEMEG4FEN £

B 20176E3H23H 8T, #%&. ICT-ISAC. JPCERT/CCH
ERICHITDEDMBHAHCDUVNTHEEK

& BERFT [125—2v N F DI CEDD A EXREOEBRNIMEE e R ]
http://www.npa.go.jp/cyber/avalanche/index.html

RIEE 125 —2w M F D TCHRD IV T 7 (SRR U iR OFIRE (ST DT Rkt D= ]
http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000120.html

ICT-ISAC [1>&—Rw M) F2I(CRDRILD T PREEICH T DERMECDNTI
https://www.ict-isac.jp/news/news20170323.html

JPCERT/CC [ >&—2w N F 2 J(THENDD N EEEDERRIRER XI5 (15377
https://www.jpcert.or.jp/press/2017/20170323-avalanche.html
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