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1. "WksPatch Mutex"

2. %System% drives¥svchost.exe

%System% C:¥Windows¥System (Windows 95/98/ Me)
C¥Winnt¥System32 (Windows NT/2000) C:¥Windows¥System32 (Windows
XP)

: WksPatch
: BSystemi¥drives¥svchost.exe
: <% 1%>< % 2%>< % 3%>
<% 1%>
System Security Remote Routing Performance Network License Internet
<% 2%>
Logging Manager Procedure Accounts Event
<% 3%>
Provider Sharing Messaging Client

DisplavName System Procedure Client
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C:¥Inetpub¥wwwroot¥ [ISHelp %Windir%
¥Help¥lISHelp¥common  .shtml .shtm .stm .cgi .php .html .htm .asp
htm
%Windir% ( C:¥Windows C:¥Winnt)

W32.Mydoom.A@mm W32.Mydoom.B@mm
HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion
¥Explorer¥ComDIg32¥Version
HKEY_CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion
¥Explorer¥ComDIg32¥Version

W32.Mydoom. A@mm W32.Mydoom.B@mm

%Systemi¥ctfmon.dll
%System%¥Explorer.exe
%System¥%¥shimgapi.dll
%Systemi¥%¥TaskMon.exe

"Taskmon™
HEKY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
HKEY_CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

HKEY_LOCAL_MACHINE¥CLSID¥E6FB5E20-DE35-11CF-9C87-00AA005127ED}
¥InProcServer32

@=""%SystemRoot%¥System32¥webcheck.dll"

0S | Windows2000 | Windows2000 | WindowsXP | WindowsXP
Professional | Server Home Professinal
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HOSTS

#
#

127.0.0.1 localhost

6.
Windows Update Web

http://download.microsoft.com/download/4/d/3/4d375d48-04c7-411f

-959b-3467c 5efle9a/WindowsXP-KB828035-x86-CHS.exe
(WindowsXP MS03-043)

http://download.microsoft.com/download/a/4/3/a43ea017-9abd-4d28

-a736-2c17dd4d7e59/WindowsXP-KB828035-x86-KOR.exe
(WindowsXP MS03-043)

http://download.microsoft.com/download/e/a/e/eaea4109-0870-4dd3

-88e0-a34035dc181a/WindowsXP-KB828035-x86-ENU.exe
(WindowsXP MS03-043)

http://download.microsoft.com/download/9/c/5/9¢c579720-63e9-478a

-bdch-70087ccad56¢c/Windows2000-KB828749-x86-CHS.exe
(Windows2000 MS03-049)

http://download.microsoft.com/download/0/8/4/084be8h7-e000-4847

-979c¢-c26de0929513/Windows2000-KB828749-x86-KOR.exe

(Windows2000 MS03-049)
http.//download.microsoft.com/download/3/c/6/3c6d56ff-ff8e-4322

-84ch-3bf9a915e6d9/Windows2000-KB828749-x86-ENU.exe

(Windows2000 MS03-049)
7. IP IP
WebDav (MS03-007) TCP 80
IP 3/27
Locator Service (MS03-001) TCP 445
IP 3/27
DCOM RPC (MS03-026) TCP 135
IP 2/27
Workstation TCP 445
IP 1/27
18/27 1
IP
IP 1
1 2 239
2 0 255
3 0 255
4 1 254
1 192 10 172 2
168 16 32 IP
IP IP
131,072 65,536
IP IP
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1/5 1 2 IP
3 0 4 0
2/5 IP 1
2 2
1 IP 210.24.0.0
210.26.0.0 3 0 4 0
2/5 IP 1
2 2
1 IP 210.24.0.0
210.22.0.0 3 0 4 0
8. TCP Web
WksPatch.exe
9. 2004 6 1 120
1. MS03-001 MS03-007 MS03-026 MS03-
049
2. TCP 80 135 445
1.
2. (Windows Me/XP)
3.
4,
%SystemY¥drives¥svchost.exe
5.

HKEY LOCAL MACHINE¥SYSTEM¥CurrentControlSet¥Services
WksPatch

Microsoft
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