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this i the l3test werson of secunity update, he “Geplamber 1999, Cumidative Palch”
updats which rasolvas all known secirity vidnarablities affecting MS Inberrat Explorar,
WS Outlook and MS Outlook Express as wall as three newly dscovered vulrarabshtas.
install now to help protect your computer from these svuinerabibtes, the most serows of
which could allow an attacker to un skecutable cn your system. This update nchides
the functicnabty of sl previously released patches.
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Microsoft Internet Update Pack
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Microsoft Internet Update Pack ﬁl

9 ] This will install Microsoft Security Update,
-

Do ol wish ko conkinue?
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Yes No
No Yes

Installing Update Pack

Searching for installed components ...

I

Microsoft Internet Update Pack x|

L.
- | J This update has been successtully installed,

avp
avwupd32
avwin9s
avsched32
avp

avnt
avkserv
avgw
avgctrl
avgee32
ave32
avconsol
autodown
apvxdwin
aplica32
anti-trojan
ackwin32
bootwarn
blackice
blackd
claw9s
cfinet
cfind
cfiaudit
cfiadmin
ccshtdwn
ccapp
dvas
espwatch
esafe

Copyright © 2003




W32.Swen. A@mm

4/9

efinet32
ecengine
f-stopw
frw
fp-win
f-prot95
fprot9s
f-prot
fprot
findviru
f-agnt95
gibe
iomon98
iface
icsupp
icssuppnt
icmoon
icmon
icladnt
icload95
ibmavsp
ibmasn
iamserv
iamapp
jedi
kpfw32
uall
lookout
lockdown2000
msconfig
mpftray
moolive
nvco5
nupgrade
nupdate
normist
nmain
nisum
navw
navsched
navnt
naviu32
navapw32
nai vs stat
outpost
pview
pop3trap
persfw
pcfwallicon
pccwin98
pccmain
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pcciomon
pavw
pavsched
pavcl
padmin
rescue
regedit
rav
sweep
sphinx
serv9s
safeweb
tds2

tca
vsstat
vshwin32
vsecomr
vscan
vettray
vet98
vet95
vet32
veontrol
vcleaner
wfindv32
webtrap
zapro
zonealarm

Windows
C:¥Windows CYWINNT %Windir%

html . asp eml .dbx wab

%Windirt¥Germs0.dbv

%Windirt¥Swenl.dat

%.bat

""CacheBox Outfit"="yes"

""ZipName"'="'< >

"Email Address''="'<

S
"Server''="< SMTP

.mbx

Copyright © 2003




W32.Swen. A@mm

6/9

""Mirc Install Folder'=""<mIRC >
"Installed"'="..by Begbie"

"Install ltem"'=""< >"

"Unfile"'="'< >

HKEY LOCAL MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥explorer¥*

*

HKEY LOCAL MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
Windows

HKEY LOCAL MACHINE¥CLASSES¥exefile¥shell¥open¥command
HKEY LOCAL MACHINE¥CLASSES¥regfile¥shell¥open¥command
HKEY LOCAL MACHINE¥CLASSES¥scrfile¥shell¥open¥command
HKEY LOCAL MACHINE¥CLASSES¥comfile¥shell¥open¥command
HKEY LOCAL MACHINE¥CLASSES¥batfile¥shell¥open¥command
HKEY LOCAL MACHINE¥CLASSES¥piffile¥shell¥open¥command

regedit
HKEY CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥System
"'DisableRegistryTools™ = "1"

MAPI32

MAFEZ Exception

['] A inbemnal emod hat oceusied in module mapd? dl

#= Delault mad account stuchee has a damaged lable of contents. 1L is recommendad to newl ieconhgune pour account secoids.
MAP132 peeds thee mlommations in ceder bo be abls o serd ard ieceive mal Fadure 1o do 0 may cause thal some MAFT32
deperdent applicstions [such a3 Outiook o Dutlock: Expeess] become nan-funchional

Iri the edit box below. please erfer youw name a3 you would

Bk it bo appeas in the “Feom™ feld of your culgoirg message. Erir the: rame pou will uee o kg into s account.
Youn Mame: | Login Mame: |
wmmmm:dt:;ﬁmﬂhh Flease enter the password for cument accourt,
25 PemOpler L b by oo I_
. Passwd

Emad Address: | [1equied)

Retype passwondt |
Plaase ertier the name of your culgorg mal sence in the
edit box below, Tupe in the full nams of your mcoming mal server,
SMTP Server: | [equied]  FOP3 Server |

I Cancel I

POP3
SMTP

POP3
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Error occurred

HTTP
HTTP Get
1 Winzip  Winrar
MIME ( MS01-020 )
exe Zip
” This is the gmail program
I'm sorry to haveto inform you that the message returned
Below could not bedelivered to the following addresses;
Undeliverd mail to hinzagdwp@freemail.com “
"I'm sorry | wasn't able to deliver your message to one or more destinations."
KazZaA
KazZaA
@) %Temp% <random
folder name> %Temp%
Windows
) HKEY CURRENT USER¥Software¥Kazaa¥L ocalContent

"Dir99"'= 012345:"'<random folder name>"'
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""DisableSharing"'=""0""
<random folder name>

(3) %Temp%

IRC
IRC

Virus Generator
Magic Mushrooms Growing
Cooking with Cannabis
Hallucinogenic Screensaver
My naked sister
XXX Pictures
Sick Joke
XXX Video
XP update
Emulator PS2
XboX Emulator
Sex
HardPorn
Jenna Jameson
10.000 Serials
Hotmail hacker
Yahoo hacker
AOL hacker
Fixtool
Cleaner
removal tool
remover
Klez
Sobig
Sircam
Gibe
Yaha
Bugbear
installer
upload
arez
Hacked
Hack
key generator
Windows Media Player
GetRight FTP
Download Accelerator
Mirc
Winamp
WinZip
WinRar
KaZaA
KaZaA media desktop
Kazaa Lite

KaZaA
<random folder name>
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(1) ¥Mirc
2 Scriptini Scriptini
mIRC

¥Win98¥Start menu¥Programs¥Startup

¥Win95¥Start menu¥Programs¥Startup

¥WinMe¥Start menu¥Programs¥Startup

¥Windows¥Start menu¥Programs¥Startup

¥Documents and Settings¥All Users¥Start menu¥Programs¥Startup
¥Documents and Settings¥Administrator¥Start menu¥Programs¥Startup
¥Documents and Settings¥Default User¥Start menu¥Programs¥Startup
¥Winnt¥Profiles¥All Users¥Start menu¥Programs¥Startup
¥Winnt¥Profiles¥Administrator¥Start menu¥Programs¥Startup
¥Winnt¥Profiles¥Default User¥Start menu¥Programs¥Startup

1 Microsoft Outlook Outlook Express
Web
MS01-020
2.
3. Zip exe
W32.SwenA@mm
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