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A 15,872 | avserve.exe 4 30 128 445/tcp 5554 9996
B 15,872 | avserve2.exe 5 1 128 445/tcp 5554 9996
C 15872 | avserve2exe | 5 1 1024 445/tcp 5554 9996
icmp
D 16,384 | skynetave.exe | 5 3 128 445/tcp 5554 9995
sasser.C 1024 445/tcp CPU
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5. AbortSystemShutdown API
6. TCP 5554 FTP
7. P
127.0.0.1
10.X.X.X
172.16.x.x - 172.31.x.x (inclusive)
192.168.x.x
169.254.x.x
P IP
52% 16/31
1 4
25% 240/961
12 34
23% 225/961
1 234
8. IP TCP 445
TCP 9996
9.
TCP 5554 FTP
4 5 _up.exe
10. Lsass.exe Windows  LSASS
Windows 1
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11. C¥win2.log
IP

(MS04-011)

TCP

5554 9996 445

%Windir%e¥avserve2.exe

(Windows Me/XP)
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"avserve2.exe"="%Windir%¥avserve2.exe"
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