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“We have temporarily suspended your email account checkout the attachment for more info.

|

EHA:
ROWTNOEFERT S,

-adam

-admin
-alerts
-alex
“bob
‘brenda
‘brent
~dan
-david

-fred
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-helen
‘jack
‘jane
‘jerry
‘joe
john
“jon
*josh
‘leo
-linda
‘mary
*matt
‘michae
“mike
*paul
‘ray
robert
‘root
-sales
-steve
*support
“ted
~tom

FAVIERDODVWTNNERERT 5,

-@nai.com
-@gmail.com
-@trendmicro.com
-@support.com
-@matrix.com
-@aol.com
-@ca.com
-@mcafee.com
-@arcor.com

- @antivirus.com
-@google.com

- @hotmail.com
-@yahoo.com
-@microsoft.com
-@msn.com
-@symantec.com

#4:

ROWVWTIAEFERAT S,
-Message could not be delivered
-Bug

-Error

-Email

-Mail Delivery System
-Importnat Information

-**WARNING** Your Account Currently Disabled.

-Password
-info
-Hello
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A

ROWTNHIEFERT S,

Your credit card was charged for $500 USD. For additional information see the
attachment.

*Binary message is available.

*The message contains Unicode characters and has been sent as a binary
attachment.

*Here are your banks documents

*The original message was included as an attachment.

‘We have temporarily suspended your email account checkout the attachment for
more info.

*You have successfully updated the password of your domain account checkout the
attachment

for more info.

-Important Notification checkout the attachment for more info.

*Your Account Suspended checkout the document.

-Your password has been updated checkout the document.

-checkout the attachment.

-Hello,

[ was in a hurry and I forgot to attach an important

document. Please see attached.

HATFALIL:

ROWTNIEFERT S,
-payment.doc [Z D XA R—X] .scr
-about.doc [Z# DA R—X] bat
-help.doc [Z D AR—X] exe
raccount-report.exe

-about.cpl

-about.scr

-admin.bat

-archive.cpl

-archive.exe

‘box.bat

*box.scr

-data.bat

-data.scr

- doc.pif

~docs.cpl

~docs.scr

~document.cpl

-document.exe

-file.cpl

-inbox.cpl

inbox.exe

-order.cpl

-order.exe

-read.cpl

‘read.exe

-readme.cpl

-readme.scr
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-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows NT¥CurrentVersion

¥Windows
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-“WIN”="C:¥WINNT¥System32¥windows.exe”
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-HKEY_LOCAL_MACHINE¥Software¥Policies¥Microsoft¥WindowsFirewall
¥DomainProfile
-HKEY_LOCAL_MACHINE¥Software¥Policies¥Microsoft¥WindowsFirewall
¥StandardProfile
-HKEY_CURRENT_USER¥Software¥Policies¥Microsoft¥WindowsFirewall
¥DomainProfile
-HKEY_CURRENT_USER¥Software¥Policies¥Microsoft¥WindowsFirewall
¥StandardProfile

RDEZEET 5,

-“EnableFirewall

” 111 ”
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Windows Dt¥ 1) TAHEEEFEINIZT B ROL DAL F—D
-HKEY_CURRENT_USER¥Software¥Policies¥Microsoft¥WindowsWindowsUpdate¥AU
-HKEY_LOCAL_MACHINE¥Software¥Policies¥Microsoft¥WindowsWindowsUpdate
¥AU

RDEEEET 5.

-“NoAutoUpdate”"="1"
-“AUOptions”="1"

F#RIZ. RDL AR —%
-HKEY_CURRENT_USER¥Software¥Microsoft¥Security Center
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Security Center

ROBIZEES 5.

-” AntiVirusDisableNotify “="1"
-“UpdatesDisableNotify“="1"
-“FirewallDisableNotify '="1"

DRATLDETHEEEEENIZTEHHD. ROLDARN)F—%
-HKEY_CURRENT_USER¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥SystemRestore
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥SystemRestore

ROEICERES B,

-“DisableSR"="1"

RARYIFZ—XBELPL DR Y—)LEEHIZT 510 ROLORAR) F—%
-HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies
¥System
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion
¥Policies¥System

ROEICERS B,

-“DisableTaskMgr“="1"
-“DisableRegistryTools"="1"

. TCP 7R—F 8885 #Ri<,
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RET S,
-.asp
ixt
-.adb
-.tbb
-.dbx
-.html
-.htm
-.wab

L. ROXFIEZTOA—ILTFLRITERT S,
-icrosof
-.gov
-panda
-f-secur
-icrosoft
-winrar
-winzip
-@mcafee
-@trendmicro
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-@mm
-@noreply
-@sopho
-@norman

- @virusli
-@norton
-@fsecure
-@panda
-@avp
-@microsoft

-@symantec
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-%System%¥Windows.exe
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-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥Windows
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-“WIN”="C:¥WINNT¥System32¥windows.exe”
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-HKEY_LOCAL_MACHINE¥Software¥Policies¥Microsoft¥WindowsFirewall
¥DomainProfile
-HKEY_LOCAL_MACHINE¥Software¥Policies¥Microsoft¥WindowsFirewall
¥StandardProfile
-HKEY_CURRENT_USER¥Software¥Policies¥Microsoft¥WindowsFirewall
¥DomainProfile
-HKEY_CURRENT_USER¥Software¥Policies¥Microsoft¥WindowsFirewall
¥StandardProfile

ROEICERS B,

-“EnableFirewall” = “1”
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-HKEY_CURRENT_USER¥Software¥Policies¥Microsoft¥Windows¥WindowsUpdate
¥AU
-HKEY_LOCAL_MACHINE¥Software¥Policies¥Microsoft¥Windows
¥WindowsUpdate¥AU

ROEICERS B,

-“NoAutoUpdate”"="1"
-“AUOptions”="1"

ROLOARN)F—%
-HKEY_CURRENT_USER¥Software¥Microsoft¥Security Center
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Security Center

ROEICERES B,

-” AntiVirusDisableNotify “="0"
-“UpdatesDisableNotify“="0"
-“FirewallDisableNotify "="0"
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-HKEY_CURRENT_USER¥Software¥Microsoft¥Windows NT¥CurrentVersion
¥SystemRestore
-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows NT¥CurrentVersion
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-“DisableSR"="0"

RDOLORAN)X—%

-HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies
¥System

-HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion
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-“DisableTaskMgr“="0"
-“DisableRegistryTools“="0"

ZEREIZDLTIE, Microsoft DIR—LR—2 HEDY=aATIEESHBITLHLE,

1 Windows 2000 Professional SP4(BAZERR) (. COT—LMNERTS Mlcrosoft

Windows Local Security Authority Service D fE551TEMS04-011) DI EHZT1-15
RDFATATHERRLBREINT B8, COT—LIZITREELAEL,

xj

TIFIFL. OO LTS firéntt‘lfdt‘-hﬁiﬁ
hnﬁo 2y PSS, NT

P. UTHORITY¥EYETEM [CE-TRAISENZ LIz

0 AT LIy T E T S TR R R A

T Dith Seub AT 000026
Autr =
DATL 0T,

'CEWINNT¥system3Zlsasz.exe’ (1. IR I—F

128 TERAEE T Ll DAT LE Dy b
L. el .

2 FRITEXRBAETIS5HER 04 DREALIUTYIHICHELN TS,

Copyright © 2006

T
S
h



