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W32.Mydoom.A@mm W32 Novarg A@mm[Symantec], W32/Mydoom@MM  [McAfee],
WORM MIMAILR [Trend], Win32Mydoom.A [Computer Associates], W32/Mydoom-A [Sophos],
I-Worm.Novarg [Kaspersky]
taskmon.exe pif scr .exe .cmd
bat Zip

22528

Windows 2000, Windows 95, Windows 98, Windows Me, Windows NT, Windows Server 2003, Windows
XP

2004 1 27

Web DoS

bat .cmd exe pif scr .zip

TCP 3127 3198
2004 2 1 WWW.SC0.Com DoS 2004 2 12
3 256 0
test Test
hi Hi
hello Hello

Mail Delivery System
Mail Transaction Failed
Server Report

Status

Error

Mail transaction failed. Partial message is available.

The message contains Unicode characters and has been sent as a binary attachment.
The message cannot be represented in 7-bit ASCII encoding and has been sent as a binary
attachment.
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1
%System¥¥Shimgapi.dil
TCP 3127
3198
UPX
%Temp¥%¥Message
Notepad
notepadexe %Temp¥Message
%System¥¥Taskmon.exe
%Systemd UPX
Taskmon.exe Windows 95/98/Me
%Windird ( C:¥Windows C:¥Winnt)
%Windir%%
%System% C¥Windows¥System(Windows95/98/Me)
C¥Winnt¥System32 (Windows NT/2000) C:¥Windows¥System32 (Windows XP)
2.
"( )" = "USystemY¥shimgapi.dil*
HKEY CLASSES ROOT¥CLSID¥E6FB5E20-DE35-11CF-9C87-00AA005127EDR¥InProcServer32
EXPLORER.exe Shimgapi.dll
3
TaskMon = %System’¥taskmon.exe
HKEY CURRENT USER¥Software¥Microsft¥Windows¥CurrentVersion¥Run
HKEY LOCAL MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
Windows taskmon.exe
4. HTTP GET 64 WWW.SCO.Com DoS
( 80 )
DoS 2004 2 1 4 9 18
2 2 9 18 2004 2 12

5.
HKEY LOCAL MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Explorer¥ComDIg32
¥Version
HKEY CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Explorer¥ComDIg32
¥Version

htm
sht
php
asp
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jose
leo
maria
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brian
serg
mary
ray
tom
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bob
jane
joe
dan
dave
matt
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hill

bob
jack
fred
ted
adam
brent
alice
anna
brenda
claudia
debby
helen
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yahoo.com
mcn.com
aol.com
8. KazZaA
winamp5
icq2004-final
activation_crack
strip-girl-2.0bdcom patches
rootkitxP
office_crack
nuke2004
pif
scr
bat
exe
9. 2
10. notepad.exe
11, URL
1
2
2.
1
2. (Windows Me/XP)
3 WindowsNT VGA
4.
%System¥£Shimgapi.dll
%Temph¥Message
%System¥¥Taskmon.exe
KazZaA
5.

HKEY CLASSES ROOT¥CLSID¥E6FB5E20-DE35-11CF-9C87-00AA005127ED}
¥InProcServer32

()" ="%System¥¥shimgapi.dil"

HKEY CURRENT USER¥Software¥Microsft¥Windows¥CurrentVersion¥Run
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HKEY LOCAL MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
TaskMon = %Systemd¥taskmon.exe

6. webcheckdll

[ ] [ ] (I
] )
&
regsvr32 webcheckdll
[OK] "DlRegisterServer in webcheckdll succeeded™
[OK]
Microsoft
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