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W32 BlasterWorm

WORM MSBLASTA [Trend], W32/Blaster-A [Sophos], W32/Blaster [Panda], Worm.Win32.Lovesan

[KAV]

W32/Lovsanworm.a [McAfee], Win32.PozaA [CA], Lovsan [F-Secure],

msblast.exe
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Windows 2000, Windows XP
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1. TCP 135

2. mshlast.exe
3 DCOM
windowsupdate.com

DCOM RPC ( MS03-026)

RPC

W32.BlasterWorm

Windows

HKEY L OCAL MACHINE¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

"windows auto update"'=""msblast.exe"
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DCOM RPC IP TCP 135
Windows XP Windows 2000 2
Windows XP 80% Windows 2000 20%
TCP 135

W32 Blaster Worm Windows NT Windows2003
(0N

Windows NT Windows 2003

svchostexe
RPC Windows XP  Windows 2003
TCP 4444 cmd.exe cmd.exe
UDP 69 DCOM RPC
Msblast.exe
Msblast.exe %System%
%System% CH¥WINNT¥System32 (Windows NT/2000)

C¥Windows¥System32 (Windows XP)
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255.255.255.255
TCP IP
IP identification = 256
Time to Live = 128
Source IP address = abxy (ab IP 2 Xy ab
)
Destination IP address = "'windowsupdate.com”™  dns
TCP Source port 1000 - 1999
TCP Destination port = 80
TCP Sequence number 2 0 2

TCP Window size = 16384

| just want to say LOVE YOU SAN!!
billy gates why do you make this possible ? Stop making money and fix your software!!

1. W32 Blaster Worm DCOMRPC

MS03-026
2. TCP 4444
TCP 135, "DCOM RPC"
UDP 69, "TFTP"
Windows 2000/XP RPC
L ] [ ] [
]
2. SERVICESMSC /S
[OK]
3. ""Remote Procedure Call (RPC)"
"Remote Procedure Call (RPC) Locator" 2

4. "Remote Procedure Call (RPC)"

Ctrl+Alt+Delete
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4,
5. msblastexe
6. [ ]
7.
Windows %System msblastexe
LI ] [ ] [

]
2. regedit

[OK]
3
HKEY LOCAL MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
4,
"windows auto update''=""msblastexe"
5.
DCOM RPC
W32.BlasterWorm TCP 135 DCOM RPC
windowsupdate.com DoS
MS03-026
DoS
2003 8 15 windowsupdate.com  DNS
DNS Windows Update
DoS
windowsupdate.com P IDS
URPF ACL
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