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decrypt-password.exe (48,640 )

Visual C++

Windows95/98/ME/NT/2000/XP 32 Windows

2002 7 15

Windows95/98/ME/NT/2000/XP

InternetExplorer5.0/5.5 MIME
/
OutlookExpress SMTP
7 12 16
SMTP

(From) OutlookExpress
decrypt-password.exe  password.txt
decrypt-password.exe BASE64

Re: Your password!
ATTENTION!

You can access
very important
information by
this password

DO NOT SAVE
password to disk
use your mind

now press
cancel
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Internet Explorer
Outlook/OutlookExpress
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Re: Your password!

i) |=isHes ©
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¥ :  festaferoup
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ATTENTIOMN

oL Can Aooess
wery important
irfarmation by
this passwornd

Dy NOT SAVE
passwaord to disk
L= ol mind

o pIFess
cancel

(test)

[EET 2 N, 008 1 HHRET L.

150

IPA 7 15 16:00

Windows

Task Bar

C

7/12 7/16

From: %s

To: %s

Subject: Re: Your password!
MIME-Version: 1.0

Content-Type: multipart/alternative;

--L1db82sd319dm2ns0f4383dhG
Content-Type: text/html;

<HTML><HEAD></HEAD><BODY>
<FONT COLOR=#FF0000>
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boundary=L1dh82sd319dm2ns0f4383dhG

taskbar.exe

HKEY CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Run

IEXPLORE_MUTEX_AABBCCDDEEFF

@

Software¥Microsoft¥Internet Account Manager¥Accounts¥00000001¥SMTP Server
Software¥Microsoft¥Internet Account Manager¥Accounts¥00000001¥SMTP Email Address
Software¥Microsoft¥Internet Account Manager¥Accounts¥00000001¥SMTP Display Name

.dbx.wab.mbx.eml.mdb

Content-Transfer-Encoding: quoted-printable
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<b>ATTENTION!</b><br><br>
You can access<br>

<b>very important</b><br>
information by<br>

this password<br><br>

<b>DO NOT SAVE</b><br>
password to disk<br>

use your mind<br><br>

now press<br>
<b>cancel</b><br><br>
(%s)</font></BODY></HTML>
<iframe src=3Dcid:W8dqwq87q918213 height=3D0 width=3D0></iframe>

--L1db82sd319dm2ns0f4383dhG
Content-Type: audio/x-midi;
name=decrypt-password.exe
Content-Transfer-Encoding: base64
Content-ID: <W8dqwq8q918213>

(BASE64
--L1db82s0d319dm2ns0f4383dhG

--L1db82sd319dm2ns0f4383dhG
Content-Type: application/octet-stream;
name=password.txt

Content-ID: <W8dqwq8q918213>

Your password is W8dqw(g8gq918213
--L1db82sd319dm2ns0f4383dhG--

decrypt-password.exe password.txt
decrypt-password.exe IE %s
SMTP Email Address( ) SMTP Display
Name( )
(W32/Klez )
SMTP ( )

Windows winstat.ini notepad.ini

« )

USERPROFILE
¥Start Menu¥Programs¥Startup¥setup.exe
USERPROFILE Windows
¥Start Menu¥Programs¥Startup¥setup.exe

( )

IP HTTP

thAnks tO AntlvirUs cOmpAnIEs fOr dEscrlbing thE IdEA!
nO AnY dEstrUctIvE ActlOns! dOnt wArrY, bE hAppY!
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Re: Your password! decrypt-password.exe password.txt
InternetExplorer5.0/5.5 MIME Internet Explorer
Outlook/OutlookExpress
/ InternetExplorer5.0/5.5SP2
InternetExplorer6
Windows taskbar.exe USERPROFILE
¥Start Menu¥Programs¥Startup¥setup.exe Windows

¥Start Menu¥Programs¥Startup¥setup.exe
HKEY CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
Task Bar
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Windows taskbar.exe winstat.ini notepad.ini USERPROFILE ¥Start
Menu¥Programs¥Startup¥setup.exe
Windows ¥Start Menu¥Programs¥Startup¥setup.exe
HKEY_CURRENT _USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
Task Bar
2002 7 18
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