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WinRpcsrv.exe, syshelp.exe, winrpc.exe, WinGate.exe, rpcsrv.exe 78,848

(fun.exe, humor.exe, docs.exe, s3msong.exe, midsong.exe, hillgt.exe, Card.EXE, SETUP.EXE,
searchURL .exe, tamagotxi.exe, hamster.exe,

news_doc.exe, PsPGame.exe, joke.exe, images.exe, pics.exe)

32 Windows

Visual C++

Windows 95/98/ME/NT/2000/XP

2003 2 24

Windows 95/98/ME/NT/2000/XP
LSASS.EXE

LSASS.EXE

WinRpcsrv.exe syshelp.exe winrpc.exe WinGate.exe rpcsrv.exe ily.dll
Task.dll reg.dil 1.dll

Windows win.ini  WINDOWS run

PC

MAPI

SMTP

10168 1192
Upload Download
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WinRpcsrv.exe
-start_server

install
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remove
start_server

HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run¥syshelp

syshelp.exe
syshelp.exe
winrpc.exe
HKEY_CLASSES ROOT¥txtfile¥shell¥open¥command
winrpc.exe

WinGate.exe

HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run¥WinGate initialize

winrpc.exe -remoteshell
remoteshell LSASS.EXE
remoteshell
rpcsrv.exe
Windows win.ini  WINDOWS run rpcsrv.exe

My 1-WORM-and-1PC-20168 running!

PC Administrator
abcl123 12345678 abcdefg abcdef abc 888888 666666 111111 admin
administrator guest 654321
123456 321 123 ¥admin$¥system32
stg.exe

Microsoft NetWork Services FireWall

ily.dll Task.dll reg.dll

ily.dll
smtp.163.com 25 hello_dll@163.com
|@#$WN&*()_+ hello dll@163.com
10168

User Access Verification

Your PassWord:

Sorry, Your PassWord Not Right.
xyz123 OK! Please Enter:
upload download

fun.exe humor.exe docs.exe s3msong.exe midsong.exe billgt.exe
Card.EXE SETUPEXE searchURL.exe tamagotxiexe hamster.exe news doc.exe PsPGame.exe
joke.exe images.exe pics.exe

winpath
HKEY_CURRENT USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Explorer¥Shell

2/6



W32/Lovegate.C

Copyright © 2003

Folders¥Personal *ht*
mailto:

smtp.163.com 25

:Cracks!
:Check our list and mail your requests!
:CrkList.exe

:The patch
| think all will work fine.
:Patch.exe

:Last Update
‘This is the last cumulative update.
:.LUPdate.exe

:Do not release
‘This is the pack ;)
:Pack.exe

:Beta
:Send reply if you want to be official beta tester.
:_SetupB.exe

‘Help
:I'm going crazy... please try to find the bug!
:Source.exe

:Evaluation copy
‘Test it 30 days for free.
:Setup.exe

:PrOn!
:Adult content!!! Use with parental advisory.
:Sex.exe

:Roms
‘Test this ROM! IT ROCKS!.
‘Roms.exe

:Documents
:Send me your comments...
:Docs.exe

MAPI MAPI

Re: % %

"% %' wrote:

%s auto-reply:

"I'll try to reply as soon as possible.

Take a look to the attachment and send me your opinion! '
> Get your FREE %s now! <

%s YAHOO.COM Mail Y%s account(%s @

hello_dli@163.com
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ily.dll Task.dll reg.dll

HKEY_LOCAL MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run¥Module Call initialize
RUNDLL32.EXE reg.dll ondll_reg

1.dIl

10168 1192

abc123
RundlI32.exe Task.dll ondll_server
hacker117@163.com
LSASS.EXE
WinRpcsrv.exe syshelp.exe winrpc.exe WinGate.exe rpcsrv.exe ily.dll Task.dll

reg.dil 1.dll

HKEY _LOCAL _MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
syshelp WinGate initialize Module Call initialize

WinRpcsrv.exe syshelp.exe winrpc.exe WinGate.exe rpcsrv.exe ily.dll
Task.dll reg.dil 1.dll
HKEY_LOCAL MACHINE¥Software¥Microsoft¥Windows¥CurrentVersion¥Run
syshelp WinGate initialize Module Call initialize
Windows win.ini  WINDOWS run rpcsrv.exe

Windows LAN

fun.exe humor.exe docs.exe s3msong.exe midsong.exe billgtexe Card.EXE SETUP.EXE
searchURL.exe tamagotxi.exe hamster.exe news doc.exe PsPGame.exe joke.exe images.exe
pics.exe 78,848
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