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Snort ICMP Denial of Service Vulnerability
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[root@dhcp08 /]# cd /var/log/snort
[root@dhcp08 snort]# snort -dev host 192.168.1.208 and 192.168.1.211
Log directory = /var/log/snort

Initializing Network Interface ethO

--== Initializing Snort ==--
Checking PID path...
PATH_VARRUN is set to /var/run/ on this operating system
PID stat checked out ok, PID set to /var/run/
Writing PID file to "/var/run/"
Decoding Ethernet on interface ethQ

--== Initialization Complete ==--

-*> Snort! <*-
Version 1.8.3 (Build 88)

By Martin Roesch (roesch@sourcefire.com, www.snort.org)
01/07-22:59:42.448360 ARP who-has 192.168.1.208 tell 192.168.1.211

01/07-22:59:42.448360 ARP reply 192.168.1.208 is-at 0:50:56:AE:1:3
01/07-22:59:42.448360 ARP reply 192.168.1.208 is-at 0:50:56:AE:1:3

01/07-22:59:42.448360 0:50:56:A2:1:CB -> 0:50:56:AE:1:3 type:0x800 len:0x3C
192.168.1.211 -> 192.168.1.208 ICMP TTL:64 T0S:0x0 1D:0 IpLen:20 DgmLen:29 DF
Type:8 Code:0 1D:1229 Seq:0 ECHO

Segmentation fault (core dumped)

[root@dhcp08 snort]#

[root@dhcp08 snort]# Is

192.168.1.208 192.168.1.211 192.168.1.3 core
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[root@dhcp08 snort]# gdb --core=./core

GNU gdb 5.0rh-5 Red Hat Linux 7.1

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you are
welcome to change it and/or distribute copies of it under certain conditions.
Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.

This GDB was configured as "i386-redhat-linux".

Core was generated by “snort -dev host 192.168.1.208 and 192.168.1.211".
Program terminated with signal 11, Segmentation fault.

#0 0x0804e200 in ?? ()

(gdb) q
[root@dhcp08 snort]#
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