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DoS/DDoS
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2.1 SYNFlood
SYNFlood TCP
IP
SYNFlood
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ACK
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(b) [PC-D¢ ]

iptables «h 0 2 ‘ s % 10 12
ors |
Web Apachel.3.28 s0pps | i::zzz:z Z:
100 PPS F 14720
syncookies 150 PPS
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sysctl -w "net.ipv4.tcp_syncookies=1" 200 PPS

SYNFlood

sysctl -w "net.ipv4.tcp_syncookies=0"

17720

250 PPS

\
15 15 15

© [PC-EC 7]
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15
(€)) syncookies
syncookies Ot 14415 WL50SA4DA krnet NET. 12 s sppre.
/ SYNFlood Oct 8 14:41:45 ML350SA304 kernel: NET: 99 messages suppressed.
Web OcstynSCOlcé)li:(A:i:SlZ ML350SA304 kernel: possible SYN flooding on port 80. Sending
cookies.
Web 20 2.3 SYNFlood
®) (6)
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SYNFlood 100pps syncookies
Web TCP
150pps
(O]
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SYNFlood
/ CPU 1%
syncookies
(tcp_syncookies)
200pps
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2.1.2 SYNFlood
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SYNFlood
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2.1.3 QoS

€Y
SYNFlood
QoS CAR(Committed
Access Rate) €9 SYN
@
2.6
Web
FlameThrower ¢ *?
€))
(a) [FlameThrower]
SYNFlood
50000pps
() [RT-B¢ “]
WAN (Interface
A) input

2Mbps

Router (config-if)# rate-limit input access-group 100
20000 10000 10000 conform-action
transmit exceed-action drop

Router(config)# access-list 100 permit tcp any any SYN

© [PC-D]
iptables
Web Apachel.3.28
O]
CAR rate
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(Qos )

FlameT hrower
Flood
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2.2 Connection Flood
Connection Flood

Connection Flood

2.2.1 TCP

€
oS TCP

TCP

Web
TCP

TCP

TCP

@)
2.7
Connection Flood

Web Apachel.3.28
MaxClients 150

ListenBacklog 200,400,511(
),600,800

tcp_conn_req_max_qg0 1024(
)

tcp_conn_req_max_qgq 128(
),200,400,600,800,1000,1200

# ndd -get /dev/tcp tcp_conn_req_max_q
# ndd -set /dev/tcp tcp_conn_req_max_q [value]

®
80/tcp Connection Flood
netstat
©))
2.3
2.3
200 400 ( 511 ) 600 800
128( ) 278 278 278 278 278
200 350 350 350 350 350
400 451 550 550 550 550
600 451 750 750 750 750
800 451 751 917 950 950
1000 451 751 917 1051 1150
1200 451 751 917 1051 1350

Web
€)
@ [PC-C 7]
TCP
(b) [PC-FC ]
2.7
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®)

Connection Flood

TCP
2.10 Limit session
Web
278
30
1%

limit session
# netstat -an | awk '{if($1 ~/80$/ && $7 =="ESTABLISHED") print}'
172.16.5.60.80 172.16.1.54.33071 5840 0 49232 0 ESTABLISHED
172.16.5.60.80 172.16.1.54.33072 5840 0 49232 0 ESTABLISHED

172.16.5.60.80 172.16.1.54.33079 5840 0 49232 0 ESTABLISHED

172.16.5.60.80 172.16.1.54.33080 5840 0 49232 0 ESTABLISHED

# netstat -an | awk '{if($1 ~/80$/ && $7 =="ESTABLISHED") print}' | wc -|
278

limit session
# netstat -an | awk '{if($1 ~/80$/ && $7 =="ESTABLISHED") print}'
172.16.5.60.80 172.16.1.54.33071 5840 0 49232 0 ESTABLISHED
172.16.5.60.80 172.16.1.54.33072 5840 0 49232 0 ESTABLISHED

172.16.5.60.80 172.16.1.54.33079 5840 0 49232 0 ESTABLISHED

172.16.5.60.80 172.16.1.54.33080 5840 0 49232 0 ESTABLISHED

# netstat -an | awk '{if($1 ~/80%/ && $7 =="ESTABLISHED") print}' | wc -I
29
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©) [FW] 2.3.2

53/
UDP )
UDPFlood
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6
WAN CAR
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Router (config-if)# rate-limit input access-group 102 1000000
2000 2000 conform-action transmit exceed-action drop

Router(config)# access-list 102 permit udp any any eq 53

[RT-B] CPU
1% 2%
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Reflector
Reflector
[PC-C]
DRDoS
Reflector
SYN

50pps

(b) Reflector( )

Win2000[PC-K]x 8
RedHat[PC-H]x 8
Solaris[PC-M]x 8

OS  Reflector
WiIinNT4.0[PC-]]x 8
FreeBSD[PC-I]x 8

HP[PC-L]x 8

IOS[RT-C]x 10

©

“)

SYN/ACK
RST

DRDoS

SYN

Reflector( )

®)

(0N}

50pps

SYN/ACK
0OS

RT-A
(Analyzer)

RT-C

2.15
SYN/ACK
(ON}
SYN/ACK

(ON}
SYN
20

-10 -
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?) DMZ Web
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Web
80/TCP
TCP
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SYN/ACK
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¢ (c) CAR
13)
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)
Reflector DRDoS
2.16 Reflector
Reflector
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Set A
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( 1) syncookies ... TCP

TCP
SYN

TCP
SYN/ACK

ACK

¢ 2

( 3) pps..

pps

SYN/ACK
(ISN)
1P
(MD5)

(ISN)
ACK

ACK

packet per second
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(. 4) iptables ... iptables
SYNFlood

( 5) tcp_max_syn_backlog ... SYN
( 6) tcp_synack retries ... SYN/ACK

( 7) tcp_abort_on_overflow ... listen

(accept)
( 8) SYN Flood Protection ... Netscren
Netscren
SYNFlood 1
SYN
TCP
1pps

( 9) CAR(Committed Access Rate)

( 10) FlameThrower

DoS/DDoS
TCP/IP

http://www.antara.net/
( 11) FlameThrower

( 12) UDPFlood
UDP

UDPFlood
UDP
(  13) The Distributed Reflection DoS Attack
http://grc.com/dos/drdos.htm

(1) RedHat Linux
http://www.jp.RedHat.com/manual/Doc9/rhl
-rg-ja-9/index.html



(2) Solaris Operating Environment Network
Settings for Security - Updated for Solaris 8
Operating Environment
http://www.sun.com/blueprints/1200/networ
k-updtl.pdf

(3) Solaris

http://docs-pdf.sun.com/816-3961/816-3961.pd
f

(4) Strategies to Protect Against Distributed
Denial of Service (DDoS) Attacks
http://www.cisco.com/warp/public/707/new
sflash.pdf

(5) Rate Limiting for TCP SYN Packets
http://www.cisco.com/warp/public/63/car_ra
te_limit_icmp.pdf

(6) QoS Frequently Asked Questions
http://www.cisco.com/warp/public/105/qos_
faq.pdf
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(7) The Distributed Reflection DoS Attack
http://grc.com/dos/drdos.htm

(8) distributed attack tools
http://packetstormsecurity.nl/distributed/
(9) Help Defeat Denial of Service Attacks:
Step-by-Step
http://www.sans.org/dosstep/
(10) W. Richard Stevens

Vol.1

TCP/IP

(2000.12)
(11) Gary R. Wright, W.Richard Stevens
TCP/IP Vol.2

(2002.12)
(12) Gian- Paolo D. Musumeci, Mike
Loukides Unix
2

(13) Kevin Mandia, Chris Prosise

(14) Srinivas Vegesnha IP QoS



2.4

IP CPU Memory OS

PC-A  172.16.1.52/24 Pentium (1.0GH2z) 128MB Windows2000 Pro.

PC-B  172.16.1.53/24 Pentium (1.0GHz) 512MB Windows2000 Server

PC-C  172.16.1.54/24 Pentium (1.0GHz) 512MB RedHat 7.1

PC-D  172.16.5.56/24 Pentium (1.0GHz) 512MB RedHat 9
172.16.5.57/24

PC-E  172.16.1.222/24 Pentium (1.0GHz) 512MB Windows2000 Pro.

PC-F  172.16.5.60/24 Ultra SPARC- (400MH?2z) 512MB Solaris 9

PC-G  172.16.5.61/24 Ultra SPARC- (400MHZz) 512MB Solaris 9

PC-H 172.20.26.1 4/24 Pentium (1.0GHz) 512MB RedHat 7.2
172.20.27.1  4/24

PC-I 172.20.28.1  4/24 Pentium (1.0GHz) 512MB FreeBSD 4.4
172.20.29.1  4/24

PC-J 172.20.24.1  4/24 Pentium (1.0GHz) 512MB WindowsNT4.0
172.20.25.1  4/24

PC-K  172.20.22.1  4/24 Pentium (1.0GHz) 512MB Windows2000
172.20.23.1  4/24

PC-L  172.20.32.1  4/24 PAB8500(440MHz) 512MB HP-UX11
172.20.33.1  4/24

PC-M  172.20.30.1 4/24 Ultra SPARC- (450MHz) 512MB Solaris8
172.20.31.1  4/24

PC-N  172.16.5.58/24 Pentium (1.0GHZz) 512MB RedHat 9

Memory OS

Analyzer Surveyor 512MB Windows2000 Pro.

F/wW Netscreen100 110(0)-(11) 48MB Screen0S4.0.0r11.0

RT-A CISCO7507 64MB 10S12.1(10)E

RT-B CISCO7507 64MB 10S12.1(10)E

RT-C CISC03640 32MB 10S12.1(5)TQ

LB CISCO LD430 384MB 3.2.3
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