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2.2

1026/udp 1027/udp

1026/udp 1 1IP 18.5 127
1027/udp 1 1IP 17.0 363%
1026/udp 1027/udp  Windows Messenger
445/tcp 1 11P
54 44
18 18 19 19 20
135/tcp 78.8 94.1 82.3 57.9 58.7
ICMP(Echo Request) 21.6 34.6 65.0 39.2 29.8
1026/udp 7.6 13.7 14.7 8.2 18.5
1027/udp 2.5 55 9.5 3.7 17.0
1433/tcp 15.6 11.8 7.1 8.4 11.7
1434/tcp 11.1 10.1 10.1 8.7 9.3
22/tcp 5.9 6.1 7.1 5.2 6.2
445/tcp 47.0 51.0 25.8 9.8 5.4
2967/tcp 0.0 1.1 8.7 4.2 3.3
4899/tcp 8.5 5.8 4.7 4.1 3.2
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18 18 19 19 20
47.3 410 371 48.2 78.8
1204 133.1 98.9 46.9 440
27.5 38.5 38.2 194 147
6.9 8.7 12.0 12.6 7.6
12.9 148 16.3 9.5 6.3
2.9 3.7 5.7 6.1 45
12 2.2 49 2.7 1.9
2.9 3.7 10.1 2.6 1.8
2.9 2.7 3.6 18 1.7
16 18 2.9 1.7 15
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2.4

Worm 1 1IP 9 94%
Scan 1 1IP 0.52 55%
1 1IP 0.04 60%
Traceroute
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Worm 11 10 10 9 9
Scan 0.88 0.65 1.33 1.25 0.52
ICMP 0.03 0.03 0.01 0 0
0.03 0.02 0.08 0.1 0.04
2-3 1P
4
Worm  SQL Slammer
Scan Proxy attempt, Port sweep, SYN FIN scan, FIN scan, NMAP TCP, NMAP XMAS,
NMAP Fingerprint, Portscan Detection Attack, Window size of 55808(SYN)
TCP Packet
ICMP  Superscan Echo, redirect host, redirect net, Ping Flooding
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2.5 DoS SYN flood

SYN/ACK
DoS SYN flood
SYN flood 11P 2,274
141
2,500
2,000
1,500
1,000
500
0
2-8 DoS SYN flood 1P
9

Copyright 2008 Cyber Force Center, NPA JAPAN



2.6

1,800
34

8,000

160
140
120
100
80
60
40

20

18

2-9
30,000
25,000
20,000
15,000
10,000

5,000

2-10

10

5%

11

33,500

2500

2000

1500

1000

500

19 19 20

1P

60,000
50000
40000
30,000
20000

10,000

1IP

Copyright 2008 Cyber Force Center, NPA JAPAN



3.1

600

500

400

300

200

100

11

DoS

247 305 19
104
143 162

18 18 19 19 20

Copyright 2008 Cyber Force Center, NPA JAPAN



3.2
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DNS(Domain Name System)
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http://www.cyberpolice.go.jp/server/rd_env/pdf/20060711 DNS-DDoS.pdf
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4.2 DNS
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o Web DNS

@police 8

8 @police URL http://www.cyberpolice.go.jp/
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