Distributed via

@police

http://www.cyberpolice.go.jp/

4 1

JINSA WG 2004

1
36% 22%
3%
phishing
(phishing)
fishing
sophisticated
2003
2004 6
(http://www.npa.go.jp/) 2
URL URL

1 http://www.jnsa.org/active/2004/active2004_1a.html
2 http://www.npa.go.jp/cyber/warning/chuikanki/160604_1.htm

-1-



@police



(pharming)

(pharming)
farming

pharming

1P
hosts DNS

DNS

URL
URL



hosts
hosts DNS

127.0.0.1 localhost

192.168.1.2 websv.hoge**.com

192.168.1.3 mailsv.hoge**.com
hosts

websv._hoge**.com  IP

mailsv_hoge**.com IP 192.168.1.3
hosts hosts
DNS hosts
DNS
DNS DNS
DNS

URL

192.168.1.2

DNS



aaa**.com DNS
bbb**.com

www.aaa**.com X.X.X.X WWW.aaa**.com X.X.X.X
www.bbb**.com y.y.y.y www.bbb**.com y.y.y.y %

www.aaa**.com

bbb**.com
www.bbb**.com -
y-y.yy
# nslookup
> Server = DNS
> www.aaa**.com bbb** com
DNS
aaa**._com DNS
bbb**_.com
nslookup dig DNS

Www . aaa**.com
DNS aaa**.com DNS
www.aaa**.com IP
aaa**.com DNS WWw . aaa**.com

www . bbb** _com

DNS
WWw . aaa**.com www . bbb** _com
www . bbb** . com
DNS www.bbb**.com  IP
IP y.y.y.y
y.y.y.y  www.bbb**_com IP
DNS

DNS DNS

DNS DNS



DNS

aaa**.com DN

DNS

DN

www.aaa**.com

www.aaa**.com

o

aaa**.com DN

WWW.

www.aaa**.com y.y.y.y

Wwww.aaa**.com X.X.X.X

www.aaa**.com y.y.y.y
aa**.com

www.aaa**.com X.X.X.X

[y,

5 =
ww.aaa**.com

DNS

WWW . aaa**.com URL
DNS DNS
WWW . aaa**.com
DNS WWw.aaa**.com IP
aaa**.com DNS
aaa**.com DNS DNS WWw.aaa**.com
IP X.X. XX
DNS ww.aaa**.com IP X.X.X.X
WWW . aaa**.com
aaa**.com aaa**.com

DNS



WWW.aaa**.com URL

DNS Www.aaa**.com
DNS WWW.aaa**.com IP
aaa**.com DNS
aaa**.com aaa**.com
DNS
aaa**.com DNS DNS WWw . aaa**.com
IP y-.y.y.y
DNS www.aaa**.com 1P y.y.y.y
Www . aaa**.com
DNS
DNS
Evil Twin LAN
(Evil Twin) LAN

LAN

=
Teiaf) N BFW SO
O PN aen

[ 2 R TR e e

1 [
T




(Evil Twin)

LAN
ID
LAN
WindowsXP LAN
LAN LAN
LAN
DoS
URL
URL URL

SsLt

SSL
4 Web
Secure Sockets Layer @police

-8-

LAN



SSL

DNS

DNS

LAN

SSL

DNS

hosts

SSL

LAN

SSL

hosts



