15

1,679 (L4%)
1,721 (L4%)
1,845 (1.5%)
2,503 (2.0%)
2,915 (2.4%)

2,927 (2.4%)
4,316 (3.5%)
6,865 (5.6%)

15 4

24

Intrusion Detection System:IDS

149

68

20,865 (17.0%)

40,202 (32.7%)

37,038 (30.1%)
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o ] m]
=] m]
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)
90%

100%
[} [5] [} OPing ]
Ping
34,627 5,260 261 46 8 40,202
86.1%| 13.1% 0.6% 0.1%| 0.0% 100.0%
20,253 10,220 5,681 90 794 37,038
54.7%) 27.6% 15.3% 0.2% 2.1% 100.0%
6421 193 198 9 44 6,865
93.5% 2.8% 2.9% 0.1%) 0.6% 100.0%
24 2,754 1,243 277 18 4,316
0.6%| 63.8% 28.8% 6.4% 0.4% 100.0%
2,097 207 510 33 80 2,927
71.6%| 7.1% 17.4% 1.1%| 2.7% 100.0%
2

Sub7 v2.2 probe
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Sinit Calypso
Sinit Discovery Packet
DNS
( DNS DNS Hostname Overflow Attack

1,066 (0.9%)
813 (0.7%)
13,166 (10.7%)

26,875 (21.9%)

80,956 (65.9%)

o | m} OPing ]
4

SQL SLAMMER worm superscan echo
Proxy attempt Ping Jredirect host
Window size of 55808(SYN) TCP Packet [redirect net
synscan portscan Traceroute
Window size of 55808 TCP Packet Linux Traceroute
nmap TCP Source Port 20 to <1024
Sub7 v2.2 probe Bind 4 nslookupComplain Format bug
Sinit Discovery Packet ICMP Traceroute
BACKDOOR hack-a-tack attempt IP Fragmentation
IP Unknown Protocol JUDP Bomb
BackOrifice2000 |ons HinFO
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@police http://www.cyberpolice.go.jp/
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SQL Slammer
SQL Slammer

SQL Slammer Welchia
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SQL Slammer
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