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Windows Update  Office Update (O

LAN WEP WPA2

http://www.ipa.qgo.jp/security/fy18/reports/contents/

http://www.ipa.go.jp/security/vuln/20050623_websecurity.html
4
http://www.ipa.go.jp/security/vuln/websecurity.html
SQL
http://www.ipa.go.jp/security/vuln/documents/2008/200805_SQL.injection.html
DNS
http://www.ipa.go.jp/security/vuln/documents/2009/200912_dns.html

http://www.ipa.go.jp/security/vuln/documents/2009/200903 update.html

IPA
http://www.ipa.go.jp/security/personal/
At Home

http://www.microsoft.com/japan/protect/default.mspx
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http://www.ipa.go.jp/security/vuln/documents/2008/200805_SQLinjection.html
http://www.ipa.go.jp/security/vuln/documents/2009/200912_dns.html
http://www.ipa.go.jp/security/vuln/documents/2009/200903_update.html
http://www.ipa.go.jp/security/personal/
http://www.microsoft.com/japan/protect/default.mspx

MyJVN
http://jvndb.jvn.jp/apis/myjvn/

IPA
http://www.ipa.qgo.jp/security/

IPA

- 15 -


http://jvndb.jvn.jp/apis/myjvn/
http://www.ipa.go.jp/security/

JPCERT JPCERT/CC

21 1 1 12 31 JPCERT/CC

(1)

7,435

1,146
[1/1-3/31: 171 4/1-6/30: 278 7/1-9/30:469 10/1-12/31: 228 ]

500
[1/1-3/31: 26 4/1-6/30: 74 7/1-9/30:28 10/1-12/31: 372 ]

[1/1-3/31: 2 4/1-6/30: 0 7/1-9/30:0 10/1-12/31: 0 ]

20
[1/1-3/31:3 4/1-6/30:6 7/1-9/30:4 10/1-12/31:7 ]

Web (phishing)
Web
Web 1,021
[1/1-3/31: 182 4/1-6/30: 200 7/1-9/30: 303 10/1-12/31:336 ]

- 16 -



SPAM 4,746
[1/1-3/31:300 4/1-6/30:823 7/1-9/30:2,337 10/1-12/31:1,286 ]

2

JPCERTI/CC

( http://www.jpcert.or.jp/

[ 1

2009 1 Microsoft ( 1 )

2009 2 Microsoft ( 2 )
Adobe Flash Player

2009 3 Microsoft ( 1 )
Adobe Reader Acrobat

2009 4 Microsoft ( 5 )

2009 5 Microsoft ( 1 )
Adobe Reader Acrobat
JavaScript Web

2009 6 Microsoft ( 6 )

2009 7 DDoS
Microsoft ( 3 )
Microsoft ATL
Adobe Flash Player Adobe Acrobat/Reader
ISC BIND 9

2009 8 Microsoft ( 5 )

2009 9 Microsoft ( 5 )

TCP

2009 10 Microsoft ( 8 )

Adobe Reader Acrobat
ki

Web

2009 11 Microsoft ( 3 )

2009 12 Microsoft ( 3 )
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Adobe Flash Player
Adobe Reader Acrobat

2010-01-12[2009 10 1 2009 12

2009-10-08 [ 2009 7 1 2009
2009-07-09 [ 2009 4 1 2009
2009-04-07 [ 2009 1 1 2009
JPCERT/CC
[ 49
[ 1264
3)
(ISDAS)
JPCERT/CC

http://www.jpcert.or.jp/isdas/

JPCERT/CC
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30
30
31
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http://www.jpcert.or.jp/isdas/

( ) JVN
(Japan Vulnerability Notes) 143 ( http://jvn.jp/

)
[1/1-3/31:31 4/1-6/30: 45 7/1-9/30: 36 10/1-12/31: 31 ]

16 7

JVN 79
[1/1-3/31:16 4/1-6/30: 30 7/1-9/30: 17 10/1-12/31: 16 ]
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042 327 6011
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19 21

NICT

RFID

19
€))

()
3)
21

http://www2.nict._go.jp/q/q265/s802/itakukenkyu_htm

042 327 6011
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http://www2.nict.go.jp/q/q265/s802/itakukenkyu.htm

19 21

NICT

IC

SHA-1 MD5

PC

19
€9)
&)

21

http://www2.nict.go.jp/q/q265/s802/itakukenkyu.htm

042 327 6011
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19 21

NICT )
RSA
RSA
RSA
RSA
NIST FIPS800-57
RSA

19
¢Y)
(2)

21

http://www2_nict.go.jp/q/q265/s802/itakukenkyu.htm

042 327 6011
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20 22

KDDI

NICT )

Web Web
URL
NICT

nicter
Network Incident analysis Center for Tactical Emergency Response

nicter

nicter

20
€Y
(2)
3)
(4)

22

http://www2_nict.go.jp/q/q265/s802/itakukenkyu.htm 042 327 6011
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22

DoS

21

042-327-5774
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21 23

KDDI

nicter

CccC
ccC CccC

1PA iPedia

http://www2_nict.go.jp/q/q265/s802/itakukenkyu.htm 042 327 6011
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: 03-5298-4722

Web: http://www.rcis.aist.go.jp/
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20

(@)

(0)

©

Tel:044-549-1214 Fax:044-549-1382
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107-0052

MK

03-5785-1975

URL http://www.thalesgroup.com/

HSM)

162-8001

URL http://www.dnp.co.jp/bf/ss/

2009

IC
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http://www.thalesgroup.com/
http://www.dnp.co.jp/bf/ss/

162-8001

URL http://www.dnp.co.jp/bf/ss/

2005

Shared Security Formats Cooperation
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http://www.dnp.co.jp/bf/ss/

162-8001

URL http://www.dnp.co.jp/bf/ss/

IC
2006

PC
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http://www.dnp.co.jp/bf/ss/

162-8001

URL http://www.dnp.co.jp/bf/ss/

1999 ,2009

Windows, Linux

Microsot
CryptoAPI Internet Explorer

Outlook Express Windows

;Public Key Infrastructure
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103-0015

050-5808-4021

URL http://www.duaxes.co.jp/

10bps 40Gbps 100Gbps

2004

300

URL

1Gbps
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http://www.duaxes.co.jp/

380-8553 17

026-269-5004

URL  http://wwweng.cs.shinshu-u.ac.jp/

PKI
158-8557 1-28-1
URL
1P
422-8529 836

054-238-4683

URL  http://www.ipc.shizuoka.ac.jp/icenter/

(1SMS)
15027001 2007
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http://wwweng.cs.shinshu-u.ac.jp/
http://www.ipc.shizuoka.ac.jp/icenter/

154-8552 1-22-3
03-3795-5111
URL  http://www.core.co.jp/
ITILver3 PC
IT
( )
106-0032 3-4-3
03-3583-2518
URL  http://www.sct.co.jp/
Web 365 ( ) 365
PCI-DSS( ) VISA
A1S/CISP MasterCard SDP
Web Web

10,000
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http://www.core.co.jp/
http://www.sct.co.jp/

106-0032 3-4-3

03-3583-2518

URL  http://www.sct.co.jp/

I1BMI(AS/400,System 1)
FTP 0DBC

( )

(
)
( )
( )
810-0001 3 14-31

2

092-761-0078

URL  http://www.media5.co.-jp/
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http://www.sct.co.jp/
http://www.media5.co.jp/

( ) GMO

150-8512 26 -1

03-5456-2687

URL  http:// www._gmo.jp/
ASP VPN
( )
PC
Web
( )
812-0013 18
092-471-0211
URL  http://www.fukuyamaconsul.co.jp/

USB
PC

PC

1 360

180

PC USB
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http://www.fukuyamaconsul.co.jp/

Windows
BioDataSec2.0 CD-ROM

CD-ROM
CD-ROM Linux0S
pPC PC BioDataSec2.0
ROM | ROM RAM
0S
0S Windows XP/2000/VISTA
USB2.0
(mm) 102.5 x 11.5 x 24.0
(L xH W) 83.5 x 11.5 x 24.0
199
140mA
0 60
20% 90%
10
FAR 0.001%
FRR 0.1%
512MB, 2GB
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